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Styrelsen och verkstéllande direktdren for Kreativa Hus Skovde AB avger foljande arsredovisning for
rakenskapsaret 2024.

Arsredovisningen ir upprittad i svenska kronor, SEK. Om inte annat sirskilt anges, redovisas alla belopp
i hela kronor (kr). Uppgifter inom parentes avser féregédende &r.

Forvaltningsberattelse

Agarforhillanden

Bolaget égs till 100% av Skovde Stadshus AB, 556800-1498, som i sin tur dgs av Skévde kommun.
Skovde Stadshus AB upprittar koncernredovisning.

Information om verksamheten

Kreativa Hus Skovde dr kommunens redskap for att frimja nyforetagande och tillvaxt i Skovde kommun
genom att tillhandahalla 4andamalsenliga och attraktiva foretagslokaler i Science Park Skdvde,
teknikparken med koppling till Hogskolan i Skévde. Bolaget ska tillsammans med andra berérda
intressenter aktivt arbeta for att Skovde kommun ska vara en attraktiv etableringsort i regionen och
allmént frémja néringslivet 1 Skovde.

Bolaget édger fastigheterna Tegelbruket 4, Tegelbruket 5, Penta 9 och Risatorp 6. Pa Tegelbruket 5 finns
fyra byggnader (Pergolan, Spaljén, Vaxthuset och Gamla Tegelbruket). Tegelbruket 4 bestar endast av
mark. Penta 9 innchéller en byggnad (Nyeport). Pa Risatorp 6 finns Timboholms bussdepa.

Bolaget har tre dotterbolag:

Mariesjo Kreativa Hus AB, som éger fastigheten Mariesjo 11, dér finns tre byggnader med smaindustri,
verkstad, handel och kontor. En ny detaljplan finns.

VistFast 1 Skaraborg AB, som dger fastigheten Mariesjo 4, dir en fastighet med en bussdepa inklusive
kontor och verkstad finns.

Skovde Eldaren AB som éger fastigheten Eldaren 1, ingen byggnad finns, enbart mark. En ny detaljplan
finns.

Foretaget har sitt séte i Skovde.
Visentliga hiindelser under riakenskapsaret

Under aret har bygghandlingar for det nya kontorshuset Noden pé Tegelbruket 5 tagits fram tillsammans
med Skanska Sverige som upphandlats i form av partnering. Noden kommer inrymma cirka 400 nya
arbetsplatser och blir cirka 11 200 kvm stort i sju vaningar med mojlighet upp till 27 nya lokaler. Ett
parkeringshus byggs ihop med kontorshuset for hyresgisternas rakning med 119 p-platser och 50
cykelplatser. Projekt Noden blir en héllbar, flexibel och robust fastighet. Det kommer finnas en rymlig
ljusgard i huset for bade moten och paus i arbetet. Detaljplanen for Tegelbruket 5 har 6verklagats tidigare
och bygglovet dverklagades under aret, 4ven det &dnda till Mark- och Miljéoverdomstolen. De avslog
begéran om provning i december. Byggnationen kan didrmed starta i januari 2025 och vi ser fram mot att
kunna erbjuda befintliga och nyetablerade bolag nya lokaler i Science Park Skovde varen 2027.

I princip alla 6vriga lokaler har varit uthyrda under 2024, fraimst mindre kontor har varit lediga.
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Byggnationen av Timboholms bussdepa slutférdes under sommaren 2024 och hyresgést ar Visttrafik AB.
Hyresintékter for 9 ménader har dirmed inkommit.

Uppdraget att bygga parkeringshus pa Mariesjo 11 i Skovde Science City har pausats under aret, dé en
storre parkeringsutredning utfors av kommunen bland annat for klargora hur sjélva
parkeringsverksamheten ska bedrivas i kommunen och vem som ska vara bestillare av parkeringshuset.

En detaljplan for Norra platsen dr uppstartad av kommunen, dér ingér bolagets fastighet Mariesjo 4 som
ags av ett dotterbolag.

Utdver projekt Noden har ett antal investeringar slutforts under aret; utbyte till LED-belysning i allménna
utrymmen, utbyte 1as och passage, hyresgistanpassning Nyeport, samt uppstart av renovering i Gamla
Tegelbruket.

Under 2024 flyttade fyra nya foretag in i parken. Under samma period valde sex foretag att expandera
sina lokalytor och ett bolag har minskat sina ytor. Sex famansbolag flyttade av under 2024. Dessa nivaer
ar ungefar jamforbart med 2023 (sju), men légre avseende tillvéxt hos befintliga bolag (fg ar 13). De
avflyttade bolagen har flyttat till andra lokaler i stan eller konsoliderat till huvudkontor i andra stéder.
Tillvdxten hos bolagen verkar avstannat nagot, vilket kan bero av omvérldsfaktorer.

Solcellerna pé Tegelbruket 5 har producerat 87,2 MWh (88,9) varav 32,4 MWh (29,8) dr salt ut pé nitet.
63% (66) av producerad el 4r anvénd i egen fastighet. Solcellerna Timboholm har sedan maj producerat
375,4 MWh (-).

Inkopt el i bolaget (exklusive Timboholm) dr 642,2 MWh (772,2). Inkopt fjarrvirme 641,0 MWh (768,8).
Vi genomfor kontinuerligt energioptimeringar i fastigheterna och det har resulterat i en minskning av ca
17% inkopt el och ca 17 % inkopt fjarrvarme.

Under aret har &ven Timboholm 148,6 MWh forbrukad méngd fjarrvirme. Elabonnemanget ligger hos
hyresgésten.

Vi har dven salt 49,0 MWh (34,4) i vara 22 elbilsladdare.
Arbetet med CSRD har startat under aret under ledning av Skdvde Stadshus AB. Det stirker vart arbete
och mal med héllbarhet. I oktober anstélldes en controller for att sékerstélla uppfoljning, internkontroll

och kontinuitet. 50% av tjdnsten siljs till Skovde Stadshus AB for arbete med CSRD.

Bolaget har efter varderingsprovning skrivit ned aktier i Véstfast i Skaraborg motsvarande ldmnat
koncernbidrag med 1860 tkr.

Kreativa Hus Skovde lamnar 3670 tkr i koncernbidrag.

Ett ovillkorat aktiedgaretillskott har skett till Mariesjo Kreativa Hus AB om 3000 tkr.

Forvintad framtida utveckling

Arbete med bygghandlingar och ekonomiska kalkyler for kontorshuset Noden har pagatt under hela dret.
Okade kostnader har uppkommit pa grund av invéntande av godkint bygglov pga dverklagan, frimst for

konsulttid i projekteringsfasen, men konsekvensen &r ocksa framtida uteblivna hyresintidkter och ddrmed
skatteintdkter i Skovde kommun. Arbetet forvintas komma igang i januari 2025 och Noden beriknas st
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klar varen 2027. Ett aktiedgartillskott pd 220 miljoner kronor ska erhallas i samband med uppforandet av

Noden enligt beslut i kommunfullméktige 2023-09-18 och forvéntas utbetalas under varen 2025.

En etableringsansvarig ska anstillas av Naringslivsenheten, vilken kommer arbeta med Kreativa Hus i

forsdljning av ytorna till externa bolag.

Bolaget kommer att anstilla en drifttekniker 1 mars 2025.

Tillstinds- eller anmélningspliktig verksamhet enligt miljobalken

Bolaget dr ej anmélnings- eller tillstandspliktigt enligt ridande miljolagar.

Flerarsoversikt (Tkr) 2024
Hyresintékter 38170
Resultat efter finansiella poster -393
Balansomslutning 545316
Eget kapital 47730
Soliditet (%) 9,0
Rorelsemarginal (%) 433
Avkastning pa eget kap. (%) neg

2023

26 311
-15516
479 033
53416

11,3
23,8
neg

2022
24 329
-4 101

337533
59 047
17,7
18,1
neg

For definitioner av nyckeltal, se Redovisnings- och vérderingsprinciper.

Hyresintékterna har 6kat med ca 12 mkr jamfort med foregaende ar tack vare av tillkomsten av
bussdepan, samt omfoérhandlingar bland befintliga hyresgéster och nyinflyttningar.

2021
21612
1303
314 938
66 341
21,4
15,1

1,9

2020

19 773
2328
276 965
65 366
24,0
22,9
3,5

Bolaget har haft reparation och underhall om ca 1000 tkr, dir en del 4r hyresgistanpassningar som lagts
pa kontrakt. I ar har ndgra underhéallsprojekt upphandlats da de varit storre, darfér har mindre lagts pa

l6pande jamfort med tidigare ar.

Elkostnaderna har minskat p& grund av energibesparingar och optimeringar med ca 200 tkr.
Virmekostnaderna dr ungefir samma dven fast tidigare tom yta tagits i bruk och varmts upp tack vare
optimeringar. En sndfattig vinter gjorde att vi inte lagt lika mycket i snordjningskostnader.

Réntekostnaden dr den enskilt storsta posten som paverkat resultatet. Bolaget delar sin del av

administrationskostnaderna med dotterbolagen baserat pd omsittning vilket i &r motsvarar 90 % for

Kreativa Hus Skovde. Bolaget har efter varderingsprovning skrivit ned andelar av aktierna i Vistfast i
Skaraborg AB vilket paverkar resultatet negativt med 1860 tkr.

Forandringar i eget kapital (Tkr)

Aktie-
kapital
Belopp vid arets ingang 4 000
Disposition enligt beslut
av arsstimman:
Balanseras i ny rikning
Arets resultat
Belopp vid arets utgiang 4000

Forslag till vinstdisposition

Reserv-
fond
2 000

2000

Styrelsen foreslér att till forfogande stdende vinstmedel (kronor):

Balanserat
resultat

60 429

-13 013

47 416

Arets
resultat

-13 013

13013
-5 685
-5 685

Totalt

53 416

-5 685
47730
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balanserad vinst
arets forlust

disponeras sé att
i ny rakning Overfores

Foretagets resultat och stillning i 6vrigt framgar av efterfoljande resultat- och balansrdkning samt

kassaflodesanalys med noter.

47 415 856
-5 685 368
41 730 488

41 730 488
41 730 488
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Resultatrikning

Rorelsens intikter
Hyresintékter
Ovriga rorelseintikter

Rorelsens kostnader

Driftskostnader

Bruttoresultat

Administrationskostnader

Rorelseresultat

Resultat fran finansiella poster

Resultat fran andelar i koncernforetag
Ovriga rinteintéikter och liknande resultatposter
Réntekostnader och liknande resultatposter
Resultat efter finansiella poster
Bokslutsdispositioner

Resultat fore skatt

Skatt pa arets resultat
Ovriga skatter

Arets resultat

Not

3,4,5

2024-01-01
-2024-12-31

38 170 143
954 441

39 124 584
-18 706 409
20 418 175
3877476
16 540 699
-1 860 000
40 006

-15 114 468
-16 934 462
-393 763
4238721

-4 632 484

-1 539617
486 733

-5 685 368
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2023-01-01
-2023-12-31

26 310 620
1450 551
27761171
-17 926 844
9 834 327
-3218 358
6 615 969
-12 300 000
18 860

-9 850 501
-22 131 641
-15515 672
3367 145

-12 148 527

-1 363 097
498 444

-13 013 180
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Balansrikning

TILLGANGAR
Anliggningstillgangar
Materiella anliggningstillgingar

Byggnader och mark
Maskiner och inventarier

Pégdende nyanldggningar och forskott avseende

materiella anlédggningstillgangar

Finansiella anliggningstillgangar
Andelar i koncernforetag
Uppskjuten skattefordran

Summa anliggningstillgangar
Omsittningstillgangar
Varulager m m

Révaror och fornddenheter

Kortfristiga fordringar

Kundfordringar

Fordringar hos koncernforetag

Ovriga fordringar

Forutbetalda kostnader och upplupna intédkter

Summa omsittningstillgangar

SUMMA TILLGANGAR

Not

10
11

12

13, 14
15

2024-12-31

436 874 767
3456 880

35148 892
475 480 539

53692 978
3313 669
57 006 647

532 487 186

242769
242 769

3 505 649
561 480

7 899 429
619 146
12 585 704

12 828 473

545 315 659
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2023-12-31

239 027 405
1971 607

164 872 126
405 871 138

52552978
2826 936
55379914

461 251 052

242769
242 769

1553282
3627 459
11956 970
401 076
17 538 787

17 781 556

479 032 608
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Balansrikning

EGET KAPITAL OCH SKULDER

Eget kapital
Bundet eget kapital
Aktiekapital
Reservfond

Fritt eget kapital
Balanserad vinst eller forlust
Arets resultat

Summa eget kapital
Obeskattade reserver

Langfristiga skulder
Skuld Skévde kommun koncernbank
Summa langfristiga skulder

Kortfristiga skulder
Leverantorsskulder
Skulder till koncernforetag
Aktuella skatteskulder
Ovriga skulder

Upplupna kostnader och forutbetalda intékter

Summa Kortfristiga skulder

SUMMA EGET KAPITAL OCH SKULDER

Not 2024-12-31

4 000 000
2 000 000
6 000 000

47 415 856
-5 685 368
41 730 488

47 730 488

16 1380227

17
468 382 121
468 382 121

14 726 965

3969 552

1616777

538224

18 6971 305
27 822 823

545 315 659
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2023-12-31

4 000 000
2 000 000
6 000 000

60 429 036
-13013 180
47 415 856

53 415 856

811 506

404 551 845
404 551 845

14 688 735
1022 679
1027 169

71569
3443 249
20253 401

479 032 608
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Kassaflodesanalys

Den lopande verksamheten
Resultat efter finansiella poster

Justeringar for poster som inte ingar i kassaflodet

Betald skatt

Kassaflode fran den lopande verksamheten fore

fordndring av rorelsekapital

Kassaflode fran forandring av rorelsekapitalet

Forandring av varulager och pagaende arbete
Forandring av kundfordringar

Foréndring av kortfristiga fordringar
Fordndring av leverantorsskulder

Fordndring av kortfristiga skulder
Kassaflode fran den lopande verksamheten

Investeringsverksamheten

Investeringar i materiella anldggningstillgadngar
Investeringar i finansiella anldggningstillgdngar
Kassaflode frian investeringsverksamheten

Finansieringsverksamheten

Fordndring Skdvde kommun koncernbank
Erhallna/lamnade koncernbidrag

Erhallna aktiedgartillskott

Kassaflode fran finansieringsverksamheten

Arets kassaflode

Likvida medel vid drets borjan
Likvida medel vid arets slut

Not 2024-01-01
-2024-12-31

-393 764
19 12917 134
-1 539617

10 983 753

0

-1 952 367
3538 699
-38 230
4104 403
16 636 258

-80 666 535
-3 000 000
-83 666 535

63 830277
3200 000
0

67 030 277

0

0
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2023-01-01
-2023-12-31

-15515 671
20940 238
-1363 097

4 061 470

-242 769
-547 774
-10 021 466
-2 827 949
1667218
-7 911 270

-146 567 654
0
-146 567 654

152 658 924
-4 180 000
6 000 000
154 478 924

0

0
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Noter

Not 1 Redovisnings- och virderingsprinciper

Allminna upplysningar
Arsredovisningen 4r upprittad i enlighet med arsredovisningslagen och BENAR 2012:1 Arsredovisning
och koncernredovisning (K3).

Redovisningsprinciperna ér oférédndrade jimfort med foregaende ar.

Intéktsredovisning

Forsdljning av varor och utforda tjdnster redovisas nér vasentliga risker och fordelar 6vergér fran
siljare till kopare i enlighet med forsdljningsvillkoren. Intdkter har upptagits till verkligt varde av vad
som har erhallits eller kommer att erhéllas. Intdkterna redovisas i den omfattning det dr sannolikt att de
ekonomiska fordelarna kommer att tillgodogoras bolaget och intékterna kan berdknas pa ett tillforlitligt
séatt.

Forsiljningen redovisas efter avdrag for moms och rabatter.

Hyresintékter redovisas i den period de avser.

Leasingavtal

Samtliga leasingavtal dér foretaget dr leasetagare redovisas som operationell leasing (hyresavtal),
oavsett om avtalen ar finansiella eller operationella. Leasingavgiften redovisas som en kostnad linjart
over leasingperioden.

Ersittningar till anstéillda

Erséttningar till anstéllda avser alla typer av erséttningar som bolaget ldmnar till de anstéllda.

Bolagets kortfristiga erséttningar innefattar bland annat l6ner, betald semester, betald franvaro,
foretagshélsovard och bonus. Kortfristiga erséttningar redovisas som en kostnad och en skuld da det finns
en legal eller informell forpliktelse att betala ut en ersittning.

I bolagets langfristiga ersdttningar avses ersattning efter avslutad anstéllning (pensioner).

Redovisning sker i takt med intjanandet. Ersittningar till anstédllda efter avslutad anstéllning avser
avgiftsbestimda eller formansbestimda pensionsplaner. Som avgiftsbestdmda planer klassificeras planer
dér faststéllda avgifter betalas och det inte finns forpliktelser, vare sig legala eller informella, att betala
ndgot ytterligare, utdver dessa avgifter. Ovriga planer klassificeras som férmansbestimda
pensionsplaner. Bolaget har inga 6vriga langfristiga erséttningar till anstéillda.

Laneutgifter
Laneutgifter som uppkommer da bolaget lanar kapital kostnadsfors i resultatrdkningen som
finansiella kostnader i den period de uppstar.

Bokslutsdispositioner
Foréndringar av obeskattade reserver redovisas som bokslutsdispositioner i resultatrdkningen.
Koncernbidrag redovisas som bokslutsdispositioner.

Inkomstskatter
Total skatt utgors av aktuell skatt och uppskjuten skatt. Skatter redovisas i resultatrdkningen om inte
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skatten dr hanforlig till en héndelse eller transaktion som redovisas direkt i1 eget kapital. Skatteeffekter av
poster som redovisas direkt mot eget kapital, redovisas mot eget kapital.

Aktuella skatter vérderas utifran de skattesatser och skatteregler som géller pd balansdagen.

Uppskjutna skatter virderas utifrén de skattesatser och skatteregler som &r beslutade fore balansdagen.
Uppskjuten skatt berdknas enligt balansrdkningsmetoden med utgangspunkt i temporara skillnader mellan
redovisade och skattemaissiga viarden pa tillgdngar och skulder.

Uppskjuten skattefordran avseende underskottsavdrag eller andra framtida skatteméssiga avdrag
redovisas i1 den utstrickning det dr sannolikt att avdraget kan avriknas mot 6verskott vid framtida
beskattning.

Materiella anliiggningstillgangar

Materiella anldggningstillgangar redovisas som tillgadng i balansrdkningen nér det baserat pa

tillginglig information dr sannolikt att den framtida ekonomiska nyttan som &r forknippad med
innchavet tillfaller bolaget och att anskaffningsvérdet for tillgangen kan beréknas pa ett tillforlitligt sétt.

Materiella anldggningstillgangar redovisas till anskaffningsvarde minskat med avskrivningar. 1
anskaffningsvirdet ingar utgifter som direkt kan hanforas till forvirvet av tillgangen.

Nér en komponent i en anldggningstillgdng byts ut, utrangeras eventuell kvarvarande del av den
gamla komponenten och den nya komponentens anskaffningsvarde aktiveras.

Tillkommande utgifter som avser tillgangar som inte delas upp i komponenter laggs till
anskaffningsvérdet till den del tillgdngens prestanda okar i forhéllande till tillgangens virde vid
anskaffningstidpunkten. Utgifter for 16pande reparation och underhéll redovisas som kostnader.

Nar det finns en indikation pa att en tillgdngs virde minskat, gors en prévning av
nedskrivningsbehov. Bedoms en virdenedgang vara bestadende sker nedskrivning.

Utgifter for nyproduktion under uppforande och stdrre om- och tillbyggnader aktiveras i
balansridkningen som tillgang, padgéende arbeten.

Materiella anldggningstillgangar skrivs av systematiskt over tillgdngens beddmda nyttjandeperiod. Nér
tillgdngarnas avskrivningsbara belopp faststills, beaktas i forekommande fall tillgdngens restvérde.
Koncernens mark har obegriansad nyttjandeperiod och skrivs inte av. Linjér avskrivningsmetod anvands
for dovriga typer av materiella tillgangar.

Foéljande avskrivningstider tillimpas:

Byggnad, 6vrigt 50 ar
Stomme 80 ar
Tak 40 ar
Fasad 40 ar
Inre ytskikt 10-15 &r
Installationer 30 ar
Badrum/kok/Pentry 30 ar
Markanldggning 20 ar
Maskiner och inventarier 3-10 ar

Finansiella instrument
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Finansiella instrument redovisas i enlighet med reglerna i K3 kapitel 11, vilket innebér att virdering sker
utifran anskaffningsvérde.

Finansiella instrument som redovisas i balansrdkningen inkluderar vérdepapper, kundfordringar och
ovriga fordringar, kortfristiga placeringar, leverantorsskulder, laneskulder och derivatinstrument.
Instrumenten redovisas i balansrdkningen néir bolaget blir part i instrumentets avtalsméssiga villkor.

Finansiella tillgangar tas bort fran balansrikningen nér rétten att erhalla kassafléden frén instrumentet
har [6pt ut eller 6verforts och koncernen har dverfort i stort sett alla risker och forméner som &r
forknippade med dganderétten.

Finansiella skulder tas bort fran balansrikningen nér forpliktelserna har reglerats eller pa annat sétt
upphort.

En finansiell tillgang och en finansiell skuld kvittas och redovisas med ett nettobelopp i
balansridkningen endast dé legal kvittningsrétt foreligger samt da en reglering med ett nettobelopp avses
ske eller d& en samtida avyttring av tillgangen och reglering av skulden avses ske.

Agarintressen
Som &garintresse redovisas innehayv i ett annat foretag som ar avsett frimja verksamheten i

koncernbolaget genom att skapa varaktig forbindelse med det andra bolaget. Innehaven innehas pa lang
sikt. Tillgdngar ingdende i posten redovisas inledningsvis till anskaffningsvirde. I efterfoljande
redovisning vérderas aktierna till anskaftningsvirde med beddmning av om nedskrivningsbehov
foreligger. Vid indikation pa nedskrivning skall nedskrivningsprovning ske.

Kundfordringar och dvriga fordringar

Fordringar redovisas som omsittningstillgdngar med undantag for poster med forfallodag mer én 12
manader efter balansdagen, vilka klassificeras som anlaggningstillgangar. Fordringar tas upp till det
belopp som forvéntas bli inbetalt efter avdrag for individuellt beddmda osékra fordringar.

Laneskulder och leverantérsskulder

Léneskulder redovisas initialt till anskaffningsvérde efter avdrag for transaktionskostnader. Skiljer sig det
redovisade beloppet fran det belopp som ska aterbetalas vid forfallotidpunkten periodiseras
mellanskillnaden som rantekostnad 6ver lanets 16ptid med hjdlp av instrumentets effektivrinta.
Hérigenom Overensstaimmer vid forfallotidpunkten det redovisade beloppet och det belopp som ska
aterbetalas.

Kortfristiga leverantorsskulder redovisas till anskaffhingsvérde.
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Andelar i dotterforetag

Aktier och andelar i dotterbolag redovisas till anskaffningsvirde efter avdrag for eventuella
nedskrivningar. I anskaffningsvirdet ingér kopeskillingen som erlagts for aktierna samt
forvérvskostnader. Eventuella kapitaltillskott och koncernbidrag laggs till anskaffningsvérdet nir de
lamnas. Utdelning fran dotterbolag redovisas som intékt.

Obeskattade reserver
Obeskattade reserver redovisas med bruttobelopp i balansrakningen, inklusive den uppskjutna
skatteskuld som ar hanforlig till reserverna.

Varulager

Varulagret har vérderats till det lagsta av dess anskaffningsvarde och dess nettoforséljningsvirde pa
balansdagen. Med nettoforséljningsvarde avses varornas berdknade forséljningspris minskat med
forséljningskostnader. Den valda virderingsmetoden innebér att inkurans i varulagret har beaktats.

Koncernbidrag
Erhallna och lamnade koncernbidrag redovisas som bokslutsdispositioner.

Kassaflodesanalys

Kassaflodesanalysen upprittas enligt indirekt metod. Det redovisade kassaflodet omfattar endast
transaktioner som medfort in- eller utbetalningar.

Som likvida medel klassificerar bolaget, forutom kassamedel, disponibla tillgodohavanden hos
banker och andra kreditinstitut samt kortfristiga likvida placeringar som dr noterade pd en
marknadsplats och har en kortare 16ptid dn tre manader fran anskaffningstidpunkten. Saldo pa
bankkonto som ingér Skovde kommuns koncernbank klassificeras som fordran/skuld hos
koncernbolag och ingar séledes inte i likvida medel.

Nyckeltalsdefinitioner

Soliditet (%)

Justerat eget kapital (eget kapital och obeskattade reserver med avdrag for uppskjuten skatt) i procent av
balansomslutning.

Rorelsemarginal (%)
Rorelseresultat i procent av omséttningen.

Avkastning pa eget kap. (%)

Resultat efter finansiella poster i procent av justerat eget kapital (eget kapital och obeskattade reserver
med avdrag for uppskjuten skatt).

Not 2 Driftskostnader

2024 2023
Fastighetsskotsel -704 537 -1 436 831
Reparationer och underhall -1 024 579 -1 775 633
Uppvéarmning -639 663 -605 163
Fastighetsskatt -1 703 240 -1 710 590
Avskrivningar -10 598 657 -8 083 341
Ovriga driftskostnader -4 035733 -4 315 285

-18 706 409 -17 926 843
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Not 3 Administrationskostnader

Personalkostnader
Avskrivningar
Ovriga kostnader

Not 4 Arvode till revisorer

Ernst & Young AB
Revisionsuppdrag
Revisionsverksamhet utover revisionsuppdraget

Lekmannarevisor
Revisionsverksamhet utdver revisionsuppdraget

Not 5 Medelantalet anstillda

Medelantalet anstillda

Not 6 Resultat frin andelar i koncernforetag

Nedskrivningar

2024
-2 626 965
-458 477

-792 034
-3 877476

2024

-97 880

-97 880

2024

2024

-1 860 000
-1 860 000
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2023
-2096 173
-556 897

-565 288
-3 218 358

2023

-65 850

-65 850

-36 300
-36 300

2023

2023

-12 300 000
-12 300 000

Aktierna i Mariesjo Kreativa Hus AB och Skovde Eldaren AB bedoms ej ha nagot nedskrivningsbehov

under rakenskapsaret.

Not 7 Rintekostnader och liknande resultatposter

Réantekostnader

2024

-15 114 468
-15114 468

2023

-9 850 501
-9 850 501
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Not 8 Bokslutsdispositioner

Skillnad mellan bokforda avskrivningar och avskrivningar

enligt plan

Aterforing av periodiseringsfond
Limnade koncernbidrag
Erhallna koncernbidrag

Not 9 Aktuell och uppskjuten skatt

Skatt pa arets resultat
Aktuell skatt

Fordndring av uppskjuten skatt avseende temporéra skillnader

Totalt redovisad skatt

Avstimning av effektiv skatt

Redovisat resultat fore skatt

Skatt enligt géllande skattesats
Skatteeftekt avskrivning byggnader
Ej avdragsgilla kostnader

Ej skattepliktiga intdkter
Skatteeffekt av schablonrénta pa
periodiseringsfond

Ovrigt

Skattereduktion

Redovisad effektiv skatt

Not 10 Byggnader och mark

Ingéende anskaffningsvirden
Omklassificeringar
Utgaende ackumulerade anskaffningsvirden

Ingéende avskrivningar
Arets avskrivningar

Utgidende ackumulerade avskrivningar

Utgédende redovisat viirde
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2024 2023

-568 721 65 145

0 102 000

-3 670 000 0

0 3200 000

-4 238 721 3367 145

2024 2023

-1 539617 -1 363 097

486 733 498 444

-1 052 884 -864 653
2024 2023
Procent Belopp Procent Belopp
-4 632 485 -12 148 526
20,60 954 292 20,60 2502 596
-486 733 -498 444
-2013 843 -3364 815
-6 665 3151
-1 668
13332 -3917
0
-1539 617 -11,22 -1 363 097

2024-12-31 2023-12-31

301 964 538 299 715 086

208 446 019 2249 452

510 410 557 301 964 538

-62 937 133 -54 859 226

-10 598 657 -8 077 907

-73 535790 -62 937 133

436 874 767 239 027 405



Kreativa Hus Skovde AB
Org.nr 556252-0287

Not 11 Inventarier, verktyg och installationer

Ingéende anskaffningsvirden

Ink6p

Omklassificeringar

Utgidende ackumulerade anskaffningsviirden

Ingéende avskrivningar
Arets avskrivningar

Utgidende ackumulerade avskrivningar

Utgédende redovisat virde

2024-12-31

10103 617

1943 750
12 047 367

-8132010
-458 477
-8 590 487

3 456 880
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2023-12-31

10 083 456
132 301
-112 140
10 103 617

-7 569 678
-562 331
-8 132 009

1971 608

Not 12 Pagaende nyanlaggningar och forskott avseende materiella anliiggningstillgangar

Ingdende anskaffningsvirden

Inkop

Omklassificeringar

Utgidende ackumulerade anskaffningsviirden

Utgédende redovisat viirde

Not 13 Andelar i koncernforetag

Ingdende anskaffningsvérden
Ink&p
Utgaende ackumulerade anskaffningsvirden

Ingdende nedskrivningar
Arets nedskrivningar

Utgidende ackumulerade nedskrivningar

Utgiaende redovisat virde

2024-12-31

164 872 126
80 666 535

-210 389 769

35148 892

35148 892

2024-12-31

70 643 894
3000 000
73 643 894

-18 090916
-1 860 000
-19 950 916

53 692 978

2023-12-31

19212 057
145 660 069

164 872 126

164 872 126

2023-12-31
70 643 894
70 643 894
-5790 916
-12 300 000
-18 090 916

52 552 978
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Not 14 Specifikation andelar i koncernforetag

Kapital- Rostritts- Antal
Namn andel andel andelar
Mariesjo Kreativa Hus AB 100 100 5000
VistFast i Skaraborg AB 100 100 2 000
Skovde Eldaren AB 100 100 250
Org.nr Site
Mariesjo Kreativa Hus AB 556925-7529 Skovde
VistFast i Skaraborg AB 559009-4040 Skovde
Skovde Eldaren AB 559256-4032 Skovde
Not 15 Uppskjuten skatt
Uppskjuten skatt pa temporira skillnader
2024-12-31
Temporira skillnader Uppskjuten
skattefordran
Skillnader mellan skatteméssiga och
redovisningsméssiga avskrivningar 3313 669
3313 669
2023-12-31
Temporira skillnader Uppskjuten
skattefordran
Skillnader mellan skattemassiga och
redovisningsméssiga avskrivningar 2826 936
2 826 936

Forindring av uppskjuten skatt

Skattepliktiga temporira skillnader

Bokfort
virde

26 133 915
26 014 979
1 544 084
53 692 978

Netto

3313 669
3313 669

Netto

2826 936
2 826 936

Belopp vid
arets ingang
2 826 936

2 826 936
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Belopp vid
arets utgiang
3313 669
3313669



Kreativa Hus Skovde AB
Org.nr 556252-0287

Not 16 Obeskattade reserver

2024-12-31
Ackumulerad skillnad mellan bokférda avskrivningar och
avskrivningar enligt plan -1 380 227
-1 380 227
Skatteeffekt av schablonrénta pa periodiseringsfond 0
Not 17 Langfristiga skulder
2024-12-31
Skulder som forfaller till betalning senare én fem ar efter
balansdagen
Skulder till koncernbolag -468 382 121
-468 382 121
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2023-12-31
-811 506
-811 506

407

2023-12-31

-404 551 845
-404 551 845

Skulden ér ett underkonto i Nordea dér toppkontohavare dr Skovde kommun. Beviljad kredit uppgar till

625 000 tkr (475 000 tkr).

Not 18 Upplupna kostnader och forutbetalda intikter

2024-12-31
Upplupna rintekostnader 0
Upplupna personalkostnader 196 258
Forutbetalda hyresintékter 6 749 347
Ovriga poster 25 700
6971 305

Not 19 Justering for poster som inte ingar i kassaflodet
2024-12-31
Avskrivningar 11057 134
Forlust vid utrangering av anldggningstillgangar 0
Nedskrivning andelar i koncernforetag 1 860 000
12917 134

2023-12-31

13 479
204 205
2 675 837
549 728
3443 249

2023-12-31

8 640 238
0

12 300 000
20 940 238
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Not 20 Visentliga hindelser efter rikenskapsarets slut
Inga visentliga héndelser har intréffat efter rikenskapsérets slut.

Skovde den dag som framgér av digitala signaturer

Helena Dahlstrom Karolina Sahlstrom
Ordf6rande Verkstillande direktor
UIf Ahlén Elin Hjartqvist
Ledamot Ledamot

Ingi Jonasson Jerzy Kucier

Ledamot Ledamot

Janette Leinonen Oliver Malmberg
Ledamot Ledamot

Var revisionsberéttelse har ldmnats den dag som framgér av min elektroniska underskrift

Ernst & Young AB

Ulf Ulkner
Auktoriserad revisor
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Styrelsen och verkstéllande direktdren for Kreativa Hus Skovde AB avger foljande érsredovisning for
rakenskapsaret 2024.

Arsredovisningen ir upprittad i svenska kronor, SEK. Om inte annat sirskilt anges, redovisas alla belopp
i hela kronor (kr). Uppgifter inom parentes avser féregédende &r.

Forvaltningsberattelse

Agarforhillanden

Bolaget égs till 100% av Skovde Stadshus AB, 556800-1498, som i sin tur dgs av Skévde kommun.
Skovde Stadshus AB upprittar koncernredovisning.

Information om verksamheten

Kreativa Hus Skovde dr kommunens redskap for att frimja nyforetagande och tillvaxt i Skovde kommun
genom att tillhandahalla 4andamalsenliga och attraktiva foretagslokaler i Science Park Skdvde,
teknikparken med koppling till Hogskolan i Skévde. Bolaget ska tillsammans med andra berorda
intressenter aktivt arbeta for att Skovde kommun ska vara en attraktiv etableringsort i regionen och
allmént frémja néringslivet 1 Skovde.

Bolaget édger fastigheterna Tegelbruket 4, Tegelbruket 5, Penta 9 och Risatorp 6. Pa Tegelbruket 5 finns
fyra byggnader (Pergolan, Spaljén, Vaxthuset och Gamla Tegelbruket). Tegelbruket 4 bestar endast av
mark. Penta 9 innchéller en byggnad (Nyeport). Pa Risatorp 6 finns Timboholms bussdepa.

Bolaget har tre dotterbolag:

Mariesjo Kreativa Hus AB, som &ger fastigheten Mariesjo 11, dér finns tre byggnader med smaindustri,
verkstad, handel och kontor. En ny detaljplan finns.

VistFast 1 Skaraborg AB, som dger fastigheten Mariesjo 4, dir en fastighet med en bussdepa inklusive
kontor och verkstad finns.

Skovde Eldaren AB som éger fastigheten Eldaren 1, ingen byggnad finns, enbart mark. En ny detaljplan
finns.

Foretaget har sitt séte i Skovde.
Visentliga hiindelser under riakenskapsaret

Under aret har bygghandlingar for det nya kontorshuset Noden pé Tegelbruket 5 tagits fram tillsammans
med Skanska Sverige som upphandlats i form av partnering. Noden kommer inrymma cirka 400 nya
arbetsplatser och blir cirka 11 200 kvm stort i sju vaningar med mojlighet upp till 27 nya lokaler. Ett
parkeringshus byggs ihop med kontorshuset for hyresgisternas rakning med 119 p-platser och 50
cykelplatser. Projekt Noden blir en héllbar, flexibel och robust fastighet. Det kommer finnas en rymlig
ljusgard i huset for bade moten och paus i arbetet. Detaljplanen for Tegelbruket 5 har 6verklagats tidigare
och bygglovet dverklagades under aret, 4ven det &dnda till Mark- och Miljéoverdomstolen. De avslog
begéran om provning i december. Byggnationen kan didrmed starta i januari 2025 och vi ser fram mot att
kunna erbjuda befintliga och nyetablerade bolag nya lokaler i Science Park Skovde varen 2027.

I princip alla 6vriga lokaler har varit uthyrda under 2024, fraimst mindre kontor har varit lediga.
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Byggnationen av Timboholms bussdepa slutférdes under sommaren 2024 och hyresgést ar Visttrafik AB.
Hyresintékter for 9 ménader har dirmed inkommit.

Uppdraget att bygga parkeringshus pa Mariesjo 11 i Skovde Science City har pausats under aret, dé en
storre parkeringsutredning utfors av kommunen bland annat for klargéra hur sjélva
parkeringsverksamheten ska bedrivas i kommunen och vem som ska vara bestillare av parkeringshuset.

En detaljplan for Norra platsen ar uppstartad av kommunen, dér ingar bolagets fastighet Mariesjo 4 som
ags av ett dotterbolag.

Utdver projekt Noden har ett antal investeringar slutforts under aret; utbyte till LED-belysning i allménna
utrymmen, utbyte 1as och passage, hyresgistanpassning Nyeport, samt uppstart av renovering i Gamla
Tegelbruket.

Under 2024 flyttade fyra nya foretag in i parken. Under samma period valde sex foretag att expandera
sina lokalytor och ett bolag har minskat sina ytor. Sex famansbolag flyttade av under 2024. Dessa nivaer
ar ungefar jamforbart med 2023 (sju), men lédgre avseende tillvéxt hos befintliga bolag (fg ér 13). De
avflyttade bolagen har flyttat till andra lokaler i stan eller konsoliderat till huvudkontor i andra stéder.
Tillvéxten hos bolagen verkar avstannat nagot, vilket kan bero av omvérldsfaktorer.

Solcellerna pé Tegelbruket 5 har producerat 87,2 MWh (88,9) varav 32,4 MWh (29,8) dr salt ut pé nitet.
63% (66) av producerad el 4r anvénd i egen fastighet. Solcellerna Timboholm har sedan maj producerat
375,4 MWh (-).

Inkopt el 1 bolaget (exklusive Timboholm) dr 642,2 MWh (772,2). Inkopt fjarrvirme 641,0 MWh (768,8).

Vi genomfor kontinuerligt energioptimeringar i fastigheterna och det har resulterat i en minskning av ca
17% inkopt el och ca 17 % inkopt fjarrvarme.

Under aret har &ven Timboholm 148,6 MWh forbrukad méngd fjarrvirme. Elabonnemanget ligger hos
hyresgésten.

Vi har dven salt 49,0 MWh (34,4) i vara 22 elbilsladdare.
Arbetet med CSRD har startat under aret under ledning av Skdvde Stadshus AB. Det stirker vart arbete
och mal med héllbarhet. I oktober anstélldes en controller for att sékerstélla uppfoljning, internkontroll

och kontinuitet. 50% av tjdnsten siljs till Skovde Stadshus AB for arbete med CSRD.

Bolaget har efter varderingsprovning skrivit ned aktier i Véstfast i Skaraborg motsvarande ldmnat
koncernbidrag med 1860 tkr.

Kreativa Hus Skovde lamnar 3670 tkr i koncernbidrag.

Ett ovillkorat aktiedgaretillskott har skett till Mariesjo Kreativa Hus AB om 3000 tkr.

Forvintad framtida utveckling

Arbete med bygghandlingar och ekonomiska kalkyler for kontorshuset Noden har pagatt under hela dret.
Okade kostnader har uppkommit pa grund av invéntande av godkint bygglov pga dverklagan, frimst f6r

konsulttid i projekteringsfasen, men konsekvensen &r ocksa framtida uteblivna hyresintidkter och dirmed
skatteintdkter i Skovde kommun. Arbetet forvintas komma igang i januari 2025 och Noden beriknas st
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klar varen 2027. Ett aktiedgartillskott pd 220 miljoner kronor ska erhallas i samband med uppforandet av

Noden enligt beslut i kommunfullméktige 2023-09-18 och forvéntas utbetalas under varen 2025.

En ctableringsansvarig ska anstéllas av Néringslivsenheten, vilken kommer arbeta med Kreativa Hus i

forsdljning av ytorna till externa bolag.

Bolaget kommer att anstilla en drifttekniker i mars 2025.

Tillstinds- eller anmélningspliktig verksamhet enligt miljobalken

Bolaget dr ej anmaélnings- eller tillstandspliktigt enligt ridande miljolagar.

Flerarsoversikt (Tkr) 2024
Hyresintékter 38170
Resultat efter finansiella poster -393
Balansomslutning 545316
Eget kapital 47730
Soliditet (%) 9,0
Rorelsemarginal (%) 433
Avkastning pa eget kap. (%) neg

2023

26 311
-15516
479 033
53416

11,3
23,8
neg

2022
24 329
-4 101

337533
59 047
17,7
18,1
neg

For definitioner av nyckeltal, se Redovisnings- och vérderingsprinciper.

Hyresintékterna har 6kat med ca 12 mkr jamfort med foregaende ar tack vare av tillkomsten av
bussdepan, samt omfoérhandlingar bland befintliga hyresgéster och nyinflyttningar.

2021
21612
1303
314 938
66 341
21,4
15,1

1,9

2020

19 773
2 328
276 965
65 366
24,0
22,9
3,5

Bolaget har haft reparation och underhall om ca 1000 tkr, dir en del 4r hyresgéstanpassningar som lagts
pa kontrakt. I ar har ndgra underhéllsprojekt upphandlats da de varit storre, darfér har mindre lagts pa

l6pande jamfort med tidigare ar.

Elkostnaderna har minskat p& grund av energibesparingar och optimeringar med ca 200 tkr.
Virmekostnaderna dr ungefir samma dven fast tidigare tom yta tagits i bruk och varmts upp tack vare
optimeringar. En sndfattig vinter gjorde att vi inte lagt lika mycket i snérdjningskostnader.

Réntekostnaden dr den enskilt storsta posten som paverkat resultatet. Bolaget delar sin del av

administrationskostnaderna med dotterbolagen baserat pd omsittning vilket i &r motsvarar 90 % for

Kreativa Hus Skovde. Bolaget har efter varderingsprovning skrivit ned andelar av aktierna i Vistfast i
Skaraborg AB vilket paverkar resultatet negativt med 1860 tkr.

Forandringar i eget kapital (Tkr)

Aktie-
kapital
Belopp vid arets ingang 4 000
Disposition enligt beslut
av arsstimman:
Balanseras i ny rikning
Arets resultat
Belopp vid arets utgiang 4000

Forslag till vinstdisposition

Reserv-
fond
2 000

2000

Styrelsen foreslér att till forfogande stdende vinstmedel (kronor):

Balanserat
resultat

60 429

-13 013

47 416

Arets
resultat

-13 013

13 013
-5 685
-5 685

Totalt

53 416

-5 685
47730
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balanserad vinst
arets forlust

disponeras sé att
i ny rdkning Overfores

Foretagets resultat och stillning i 6vrigt framgar av efterfoljande resultat- och balansrdkning samt

kassaflodesanalys med noter.

47 415 856
-5 685 368
41 730 488

41 730 488
41 730 488

4(18)
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Resultatrikning

Rorelsens intikter
Hyresintékter
Ovriga rorelseintikter

Rorelsens kostnader

Driftskostnader

Bruttoresultat

Administrationskostnader

Rorelseresultat

Resultat fran finansiella poster

Resultat fran andelar i koncernforetag
Ovriga rinteintikter och liknande resultatposter
Réntekostnader och liknande resultatposter
Resultat efter finansiella poster
Bokslutsdispositioner

Resultat fore skatt

Skatt pa arets resultat
Ovriga skatter

Arets resultat

Not

3,4,5

2024-01-01
-2024-12-31

38170 143
954 441

39 124 584
-18 706 409
20418 175
-3 877476
16 540 699
-1 860 000
40 006
-15114 468
-16 934 462
-393 763

-4 238 721

-4 632 484

-1 539617
486 733

-5 685 368
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2023-01-01
-2023-12-31

26 310 620
1450 551
27761171
-17 926 844
9 834 327
-3218 358
6 615 969
-12 300 000
18 860

-9 850 501
-22 131 641
-15515 672
3367 145

-12 148 527

-1 363 097
498 444

-13 013 180
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Balansrikning

TILLGANGAR
Anliggningstillgangar
Materiella anliggningstillgingar

Byggnader och mark
Maskiner och inventarier

Pégdende nyanldggningar och forskott avseende

materiella anlédggningstillgangar

Finansiella anliggningstillgangar
Andelar i koncernforetag
Uppskjuten skattefordran

Summa anliggningstillgangar
Omsittningstillgangar
Varulager m m

Révaror och fornddenheter

Kortfristiga fordringar

Kundfordringar

Fordringar hos koncernforetag

Ovriga fordringar

Forutbetalda kostnader och upplupna intédkter

Summa omsittningstillgangar

SUMMA TILLGANGAR

Not

10
11

12

13, 14
15

2024-12-31

436 874 767
3456 880

35148 892
475 480 539

53 692 978
3313 669
57 006 647

532 487 186

242769
242 769

3505 649
561 480

7 899 429
619 146
12 585 704

12 828 473

545 315 659
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2023-12-31

239 027 405
1971 607

164 872 126
405 871 138

52552978
2826 936
55379914

461 251 052

242769
242 769

1553282
3627 459
11956 970
401 076
17 538 787

17 781 556

479 032 608
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Balansrikning

EGET KAPITAL OCH SKULDER

Eget kapital
Bundet eget kapital
Aktiekapital
Reservfond

Fritt eget kapital
Balanserad vinst eller forlust
Arets resultat

Summa eget kapital
Obeskattade reserver

Langfristiga skulder
Skuld Skévde kommun koncernbank
Summa langfristiga skulder

Kortfristiga skulder
Leverantorsskulder
Skulder till koncernforetag
Aktuella skatteskulder
Ovriga skulder

Upplupna kostnader och forutbetalda intékter

Summa Kortfristiga skulder

SUMMA EGET KAPITAL OCH SKULDER

Not

16

17

18

2024-12-31

4 000 000
2 000 000
6 000 000

47 415 856
-5 685 368
41 730 488

47 730 488

1380227

468 382 121
468 382 121

14 726 965
3969 552
1616777

538224
6971 305
27 822 823

545 315 659
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2023-12-31

4 000 000
2 000 000
6 000 000

60 429 036
-13013 180
47 415 856

53 415 856

811 506

404 551 845
404 551 845

14 688 735
1022 679
1027 169

71569
3443 249
20253 401

479 032 608
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Kassaflodesanalys

Den lopande verksamheten
Resultat efter finansiella poster

Justeringar for poster som inte ingar i kassaflodet

Betald skatt

Kassaflode fran den lopande verksamheten fore

fordndring av rorelsekapital

Kassaflode fran forandring av rorelsekapitalet

Forandring av varulager och pagaende arbete
Forandring av kundfordringar

Foréndring av kortfristiga fordringar
Fordndring av leverantorsskulder

Fordndring av kortfristiga skulder
Kassafléde fran den lopande verksamheten

Investeringsverksamheten

Investeringar i materiella anldggningstillgadngar
Investeringar i finansiella anldggningstillgdngar
Kassaflode frian investeringsverksamheten

Finansieringsverksamheten

Fordndring Skdvde kommun koncernbank
Erhallna/lamnade koncernbidrag

Erhallna aktiedgartillskott

Kassaflode fran finansieringsverksamheten

Arets kassaflode

Likvida medel vid drets borjan
Likvida medel vid arets slut

Not 2024-01-01
-2024-12-31

-393 764
19 12917 134
-1 539617

10 983 753

0

-1 952 367
3538 699
-38230
4104 403
16 636 258

-80 666 535
-3 000 000
-83 666 535

63 830277
3200 000
0

67 030 277

0

0
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2023-01-01
-2023-12-31

-15515 671
20 940 238
-1 363 097

4 061 470

-242 769
-547 774
-10 021 466
-2 827 949
1667218
-7 911 270

-146 567 654
0
-146 567 654

152 658 924
-4 180 000
6 000 000
154 478 924

0

0
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Noter

Not 1 Redovisnings- och virderingsprinciper

Allminna upplysningar
Arsredovisningen 4r upprittad i enlighet med arsredovisningslagen och BENAR 2012:1 Arsredovisning
och koncernredovisning (K3).

Redovisningsprinciperna ér oférédndrade jimfort med foregaende ar.

Intiktsredovisning

Forsdljning av varor och utforda tjdnster redovisas nér vésentliga risker och fordelar 6vergér fran
siljare till kopare i enlighet med forsdljningsvillkoren. Intdkter har upptagits till verkligt varde av vad
som har erhallits eller kommer att erhéllas. Intdkterna redovisas i den omfattning det dr sannolikt att de
ekonomiska fordelarna kommer att tillgodogoras bolaget och intékterna kan berdknas pa ett tillforlitligt
sétt.

Forsiljningen redovisas efter avdrag for moms och rabatter.

Hyresintékter redovisas i den period de avser.

Leasingavtal

Samtliga leasingavtal dér foretaget dr leasetagare redovisas som operationell leasing (hyresavtal),
oavsett om avtalen &r finansiella eller operationella. Leasingavgiften redovisas som en kostnad linjart
over leasingperioden.

Ersittningar till anstéillda

Erséttningar till anstéllda avser alla typer av erséttningar som bolaget ldmnar till de anstéllda.

Bolagets kortfristiga erséttningar innefattar bland annat l6ner, betald semester, betald franvaro,
foretagshélsovard och bonus. Kortfristiga erséttningar redovisas som en kostnad och en skuld da det finns
en legal eller informell forpliktelse att betala ut en ersittning.

I bolagets langfristiga ersdttningar avses ersattning efter avslutad anstéllning (pensioner).

Redovisning sker i takt med intjanandet. Ersittningar till anstédllda efter avslutad anstéllning avser
avgiftsbestimda eller formansbestimda pensionsplaner. Som avgiftsbestdmda planer klassificeras planer
dér faststéllda avgifter betalas och det inte finns forpliktelser, vare sig legala eller informella, att betala
ndgot ytterligare, utdver dessa avgifter. Ovriga planer klassificeras som férmansbestimda
pensionsplaner. Bolaget har inga 6vriga langfristiga erséttningar till anstéillda.

Laneutgifter
Laneutgifter som uppkommer da bolaget lanar kapital kostnadsfors i resultatrdkningen som
finansiella kostnader i den period de uppstar.

Bokslutsdispositioner
Foréndringar av obeskattade reserver redovisas som bokslutsdispositioner i resultatrdakningen.
Koncernbidrag redovisas som bokslutsdispositioner.

Inkomstskatter
Total skatt utgors av aktuell skatt och uppskjuten skatt. Skatter redovisas i resultatrdkningen om inte
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skatten dr hanforlig till en héndelse eller transaktion som redovisas direkt 1 eget kapital. Skatteeffekter av
poster som redovisas direkt mot eget kapital, redovisas mot eget kapital.

Aktuella skatter vérderas utifran de skattesatser och skatteregler som géller pd balansdagen.

Uppskjutna skatter virderas utifrén de skattesatser och skatteregler som &r beslutade fore balansdagen.
Uppskjuten skatt berdknas enligt balansrdkningsmetoden med utgangspunkt i temporara skillnader mellan
redovisade och skattemaissiga virden pa tillgdngar och skulder.

Uppskjuten skattefordran avseende underskottsavdrag eller andra framtida skatteméssiga avdrag
redovisas i1 den utstrickning det dr sannolikt att avdraget kan avriknas mot 6verskott vid framtida
beskattning.

Materiella anliiggningstillgangar

Materiella anlaggningstillgangar redovisas som tillgadng i balansrdkningen nér det baserat pa

tillginglig information &r sannolikt att den framtida ekonomiska nyttan som &r forknippad med
innchavet tillfaller bolaget och att anskaffningsvérdet for tillgangen kan beréknas pa ett tillforlitligt sétt.

Materiella anldggningstillgangar redovisas till anskaffningsvarde minskat med avskrivningar. 1
anskaffningsvirdet ingar utgifter som direkt kan hanforas till forvarvet av tillgangen.

Nér en komponent i en anldggningstillgdng byts ut, utrangeras eventuell kvarvarande del av den
gamla komponenten och den nya komponentens anskaffningsvarde aktiveras.

Tillkommande utgifter som avser tillgangar som inte delas upp i komponenter laggs till
anskaffningsvérdet till den del tillgdngens prestanda okar i forhéllande till tillgangens virde vid
anskaffningstidpunkten. Utgifter for 16pande reparation och underhéll redovisas som kostnader.

Nar det finns en indikation pa att en tillgdngs virde minskat, gors en prévning av
nedskrivningsbehov. Bedoms en virdenedgang vara bestaende sker nedskrivning.

Utgifter for nyproduktion under uppforande och stdrre om- och tillbyggnader aktiveras i
balansridkningen som tillgang, padgéende arbeten.

Materiella anldggningstillgangar skrivs av systematiskt over tillgdngens beddmda nyttjandeperiod. Nér
tillgdngarnas avskrivningsbara belopp faststills, beaktas i forekommande fall tillgdngens restvérde.
Koncernens mark har obegriansad nyttjandeperiod och skrivs inte av. Linjédr avskrivningsmetod anvands
for dovriga typer av materiella tillgangar.

Foéljande avskrivningstider tillimpas:

Byggnad, 6vrigt 50 ar
Stomme 80 ar
Tak 40 ar
Fasad 40 ar
Inre ytskikt 10-15 &r
Installationer 30 ar
Badrum/kok/Pentry 30 ar
Markanldggning 20 ar
Maskiner och inventarier 3-10 ar

Finansiella instrument
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Finansiella instrument redovisas i enlighet med reglerna i K3 kapitel 11, vilket innebér att virdering sker
utifran anskaffningsvérde.

Finansiella instrument som redovisas i balansrdkningen inkluderar vérdepapper, kundfordringar och
ovriga fordringar, kortfristiga placeringar, leverantorsskulder, laneskulder och derivatinstrument.
Instrumenten redovisas i balansrédkningen néir bolaget blir part i instrumentets avtalsméssiga villkor.

Finansiella tillgangar tas bort fran balansrikningen nér rétten att erhalla kassafléden frén instrumentet
har [6pt ut eller 6verforts och koncernen har dverfort i stort sett alla risker och forméner som &r
forknippade med dganderétten.

Finansiella skulder tas bort fran balansrikningen nér forpliktelserna har reglerats eller pa annat sétt
upphort.

En finansiell tillgang och en finansiell skuld kvittas och redovisas med ett nettobelopp i
balansridkningen endast dé legal kvittningsrétt foreligger samt da en reglering med ett nettobelopp avses
ske eller d& en samtida avyttring av tillgangen och reglering av skulden avses ske.

Agarintressen
Som &garintresse redovisas innehayv i ett annat foretag som ar avsett frimja verksamheten i

koncernbolaget genom att skapa varaktig forbindelse med det andra bolaget. Innehaven innehas pa lang
sikt. Tillgdngar ingdende i posten redovisas inledningsvis till anskaffningsvirde. I efterfoljande
redovisning vérderas aktierna till anskaffningsvirde med beddmning av om nedskrivningsbehov
foreligger. Vid indikation pa nedskrivning skall nedskrivningsprovning ske.

Kundfordringar och dvriga fordringar

Fordringar redovisas som omsittningstillgdngar med undantag for poster med forfallodag mer én 12
manader efter balansdagen, vilka klassificeras som anlaggningstillgangar. Fordringar tas upp till det
belopp som forvéntas bli inbetalt efter avdrag for individuellt beddmda osékra fordringar.

Laneskulder och leverantérsskulder

Léneskulder redovisas initialt till anskaffningsvérde efter avdrag for transaktionskostnader. Skiljer sig det
redovisade beloppet fran det belopp som ska aterbetalas vid forfallotidpunkten periodiseras
mellanskillnaden som rantekostnad 6ver lanets 16ptid med hjilp av instrumentets effektivrinta.
Hérigenom overensstaimmer vid forfallotidpunkten det redovisade beloppet och det belopp som ska
aterbetalas.

Kortfristiga leverantorsskulder redovisas till anskaffningsvérde.
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Andelar i dotterforetag

Aktier och andelar i dotterbolag redovisas till anskaffningsvirde efter avdrag for eventuella
nedskrivningar. I anskaffningsvardet ingér kopeskillingen som erlagts for aktierna samt
forvéarvskostnader. Eventuella kapitaltillskott och koncernbidrag laggs till anskaffningsvérdet nir de
lamnas. Utdelning fran dotterbolag redovisas som intékt.

Obeskattade reserver
Obeskattade reserver redovisas med bruttobelopp i balansrakningen, inklusive den uppskjutna
skatteskuld som ar hanforlig till reserverna.

Varulager

Varulagret har virderats till det lagsta av dess anskaffningsvarde och dess nettoforséljningsvirde pa
balansdagen. Med nettoforséljningsvarde avses varornas berdknade forséljningspris minskat med
forséljningskostnader. Den valda virderingsmetoden innebér att inkurans i varulagret har beaktats.

Koncernbidrag
Erhallna och lamnade koncernbidrag redovisas som bokslutsdispositioner.

Kassaflodesanalys

Kassaflodesanalysen uppréttas enligt indirekt metod. Det redovisade kassaflodet omfattar endast
transaktioner som medfort in- eller utbetalningar.

Som likvida medel klassificerar bolaget, forutom kassamedel, disponibla tillgodohavanden hos
banker och andra kreditinstitut samt kortfristiga likvida placeringar som dr noterade pd en
marknadsplats och har en kortare 16ptid dn tre manader fran anskaffningstidpunkten. Saldo pa
bankkonto som ingér Skovde kommuns koncernbank klassificeras som fordran/skuld hos
koncernbolag och ingar séledes inte i likvida medel.

Nyckeltalsdefinitioner

Soliditet (%)

Justerat eget kapital (eget kapital och obeskattade reserver med avdrag for uppskjuten skatt) i procent av
balansomslutning.

Rorelsemarginal (%)
Rorelseresultat i procent av omséttningen.

Avkastning pa eget kap. (%)

Resultat efter finansiella poster i procent av justerat eget kapital (eget kapital och obeskattade reserver
med avdrag for uppskjuten skatt).

Not 2 Driftskostnader

2024 2023
Fastighetsskotsel -704 537 -1 436 831
Reparationer och underhall -1 024 579 -1 775 633
Uppvéarmning -639 663 -605 163
Fastighetsskatt -1 703 240 -1 710 590
Avskrivningar -10 598 657 -8 083 341
Ovriga driftskostnader -4 035733 -4 315 285

-18 706 409 -17 926 843
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Not 3 Administrationskostnader

Personalkostnader
Avskrivningar
Ovriga kostnader

Not 4 Arvode till revisorer

Ernst & Young AB
Revisionsuppdrag
Revisionsverksamhet utover revisionsuppdraget

Lekmannarevisor
Revisionsverksamhet utdver revisionsuppdraget

Not 5 Medelantalet anstillda

Medelantalet anstillda

Not 6 Resultat frin andelar i koncernforetag

Nedskrivningar

2024
-2 626 965
-458 477

-792 034
-3 877476

2024

-97 880

-97 880

2024

2024

-1 860 000
-1 860 000
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2023
-2096 173
-556 897

-565 288
-3 218 358

2023

-65 850

-65 850

-36 300
-36 300

2023

2023

-12 300 000
-12 300 000

Aktierna i Mariesjo Kreativa Hus AB och Skovde Eldaren AB bedoms ej ha nagot nedskrivningsbehov

under rakenskapsaret.

Not 7 Rintekostnader och liknande resultatposter

Réantekostnader

2024

-15 114 468
-15114 468

2023

-9 850 501
-9 850 501
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Not 8 Bokslutsdispositioner

Skillnad mellan bokforda avskrivningar och avskrivningar

enligt plan

Aterforing av periodiseringsfond
Limnade koncernbidrag
Erhallna koncernbidrag

Not 9 Aktuell och uppskjuten skatt

Skatt pa arets resultat
Aktuell skatt

Fordndring av uppskjuten skatt avseende temporéra skillnader

Totalt redovisad skatt

Avstimning av effektiv skatt

Redovisat resultat fore skatt

Skatt enligt géllande skattesats
Skatteeftekt avskrivning byggnader
Ej avdragsgilla kostnader

Ej skattepliktiga intdkter
Skatteeffekt av schablonrénta pa
periodiseringsfond

Ovrigt

Skattereduktion

Redovisad effektiv skatt

Not 10 Byggnader och mark

Ingéende anskaffningsvirden
Omklassificeringar
Utgaende ackumulerade anskaffningsvirden

Ingéende avskrivningar
Arets avskrivningar

Utgidende ackumulerade avskrivningar

Utgédende redovisat viirde

14 (18)

2024 2023

-568 721 65 145

0 102 000

-3 670 000 0

0 3200 000

-4 238 721 3367 145

2024 2023

-1539617 -1 363 097

486 733 498 444

-1 052 884 -864 653
2024 2023
Procent Belopp Procent Belopp
-4 632 485 -12 148 526
20,60 954 292 20,60 2502 596
-486 733 -498 444
-2 013 843 -3364 815
-6 665 3151
-1 668
13332 -3917
0
-1 539 617 -11,22 -1 363 097

2024-12-31 2023-12-31

301 964 538 299 715 086

208 446 019 2249 452

510 410 557 301 964 538

-62 937 133 -54 859 226

-10 598 657 -8 077 907

-73 535790 -62 937 133

436 874 767 239 027 405
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Not 11 Inventarier, verktyg och installationer

Ingéende anskaffningsvirden

Inkép

Omklassificeringar

Utgidende ackumulerade anskaffningsviirden

Ingéende avskrivningar
Arets avskrivningar

Utgidende ackumulerade avskrivningar

Utgadende redovisat virde

2024-12-31

10103 617

1943 750
12 047 367

-8132010
-458 477
-8 590 487

3 456 880
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2023-12-31

10 083 456
132 301
-112 140
10 103 617

-7 569 678
-562 331
-8 132 009

1971 608

Not 12 Pagaende nyanlaggningar och forskott avseende materiella anliiggningstillgangar

Ingdende anskaffningsvirden

Inkop

Omklassificeringar

Utgidende ackumulerade anskaffningsviirden

Utgédende redovisat viirde

Not 13 Andelar i koncernforetag

Ingdende anskaffningsvérden
Inkdp
Utgaende ackumulerade anskaffningsvirden

Ingaende nedskrivningar
Arets nedskrivningar

Utgidende ackumulerade nedskrivningar

Utgiaende redovisat virde

2024-12-31

164 872 126
80 666 535

-210 389 769

35148 892

35148 892

2024-12-31

70 643 894
3000 000
73 643 894

-18 090916
-1 860 000
-19 950 916

53 692 978

2023-12-31

19212 057
145 660 069

164 872 126

164 872 126

2023-12-31
70 643 894
70 643 894
-5790916
-12.300 000
-18 090 916

52 552 978
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Not 14 Specifikation andelar i koncernforetag

Kapital- Rostritts- Antal
Namn andel andel andelar
Mariesjo Kreativa Hus AB 100 100 5000
VistFast i Skaraborg AB 100 100 2 000
Skovde Eldaren AB 100 100 250
Org.nr Site
Mariesjo Kreativa Hus AB 556925-7529 Skovde
VistFast i Skaraborg AB 559009-4040 Skovde
Skovde Eldaren AB 559256-4032 Skovde
Not 15 Uppskjuten skatt
Uppskjuten skatt pa temporira skillnader
2024-12-31
Temporira skillnader Uppskjuten
skattefordran
Skillnader mellan skattemédssiga och
redovisningsméssiga avskrivningar 3313 669
3313 669
2023-12-31
Temporira skillnader Uppskjuten
skattefordran
Skillnader mellan skattemassiga och
redovisningsméssiga avskrivningar 2826 936
2 826 936

Forindring av uppskjuten skatt

Skattepliktiga temporira skillnader

Bokfort
virde

26 133 915
26 014 979
1 544 084
53 692 978

Netto

3313 669
3313 669

Netto

2826 936
2 826 936

Belopp vid
arets ingang
2 826 936

2 826 936
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Belopp vid
arets utgiang
3313 669
3313669
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Not 16 Obeskattade reserver

2024-12-31
Ackumulerad skillnad mellan bokférda avskrivningar och
avskrivningar enligt plan -1 380 227
-1 380 227
Skatteeffekt av schablonrénta pa periodiseringsfond 0
Not 17 Langfristiga skulder
2024-12-31
Skulder som forfaller till betalning senare én fem ar efter
balansdagen
Skulder till koncernbolag -468 382 121
-468 382 121

17 (18)

2023-12-31
-811 506
-811 506

407

2023-12-31

-404 551 845
-404 551 845

Skulden ér ett underkonto i Nordea dér toppkontohavare dr Skovde kommun. Beviljad kredit uppgar till

625 000 tkr (475 000 tkr).

Not 18 Upplupna kostnader och forutbetalda intikter

2024-12-31
Upplupna réntekostnader 0
Upplupna personalkostnader 196 258
Forutbetalda hyresintékter 6 749 347
Ovriga poster 25 700
6971 305

Not 19 Justering for poster som inte ingar i kassaflodet
2024-12-31
Avskrivningar 11057 134
Forlust vid utrangering av anldggningstillgangar 0
Nedskrivning andelar i koncernforetag 1 860 000
12917 134

2023-12-31

13 479
204 205
2 675 837
549 728
3443 249

2023-12-31

8 640 238
0

12 300 000
20 940 238





Kreativa Hus Skévde AB 18 (18)
Org.nr 556252-0287

Not 20 Visentliga hindelser efter rikenskapsarets slut
Inga visentliga héndelser har intréffat efter rikenskapsérets slut.

Skovde den dag som framgér av digitala signaturer

Helena Dahlstrom Karolina Sahlstrom
Ordf6rande Verkstillande direktor
UIf Ahlén Elin Hjartqvist
Ledamot Ledamot

Ingi Jonasson Jerzy Kucier

Ledamot Ledamot

Janette Leinonen Oliver Malmberg
Ledamot Ledamot

Var revisionsberéttelse har ldmnats den dag som framgér av min elektroniska underskrift

Ernst & Young AB

UIf Ulkner
Auktoriserad revisor






[ {
  "agreementId" : "4f532950-fb6a-11ef-8aa0-790626141b96",
  "agreementName" : "Årsredovisning Kreativa Hus Skövde",
  "agreementVersion" : "1.19",
  "agreementFiles" : [ {
    "fileName" : "Årsredovisning 241231 - Kreativa Hus Skövde AB.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "5275488",
    "fileHash" : "cacbd1f121bf44cfda4e56a7202a6896524c1288988a21ba63e822d243ad21be",
    "fileId" : "5fb223f0-fb6a-11ef-a8d7-8f370abfdd84"
  } ],
  "signees" : [ {
    "personName" : "Karolina Sahlström",
    "country" : "SE",
    "personNr" : "197706015927",
    "orgName" : "Kreativa Hus Skövde AB",
    "personSurname" : "Sahlström",
    "orgNr" : "5562520287",
    "personGivenName" : "Karolina",
    "email" : "karolina.sahlstrom@skovde.se"
  }, {
    "personName" : "Elin Hjärtqvist",
    "country" : "SE",
    "personNr" : "200004130043",
    "orgName" : "Kreativa Hus Skövde AB",
    "personSurname" : "Hjärtqvist",
    "orgNr" : "5562520287",
    "personGivenName" : "Elin",
    "email" : "elin.hjartqvist@politiker.skovde.se"
  }, {
    "personName" : "Janette Leinonen",
    "country" : "SE",
    "personNr" : "197004086083",
    "orgName" : "Kreativa Hus Skövde AB",
    "personSurname" : "Leinonen",
    "orgNr" : "5562520287",
    "personGivenName" : "Janette",
    "email" : "janette.leinonen@politiker.skovde.se"
  }, {
    "personName" : "Helena Dahlström",
    "country" : "SE",
    "personNr" : "195908185902",
    "orgName" : "Kreativa Hus Skövde AB",
    "personSurname" : "Dahlström",
    "orgNr" : "5562520287",
    "personGivenName" : "Helena",
    "email" : "Helena.Dahlstrom@politiker.skovde.se"
  }, {
    "personName" : "Ulf Ahlén",
    "country" : "SE",
    "personNr" : "194811165994",
    "orgName" : "Kreativa Hus Skövde AB",
    "personSurname" : "Ahlén",
    "orgNr" : "5562520287",
    "personGivenName" : "Ulf",
    "email" : "ahlen@telia.com"
  }, {
    "personName" : "Jerzy Kucier",
    "country" : "SE",
    "personNr" : "196604212990",
    "orgName" : "Kreativa Hus Skövde AB",
    "personSurname" : "Kucier",
    "orgNr" : "5562520287",
    "personGivenName" : "Jerzy",
    "email" : "jerzykucier4@gmail.com"
  }, {
    "personName" : "Ingi Jonasson",
    "country" : "SE",
    "personNr" : "196603273050",
    "orgName" : "Kreativa Hus Skövde AB",
    "personSurname" : "Jonasson",
    "orgNr" : "5562520287",
    "personGivenName" : "Ingi",
    "email" : "ingi.jonasson@scienceparkskovde.se"
  }, {
    "personName" : "Oliver Malmberg",
    "country" : "SE",
    "personNr" : "199211295697",
    "orgName" : "Kreativa Hus Skövde AB",
    "personSurname" : "Malmberg",
    "orgNr" : "5562520287",
    "personGivenName" : "Oliver",
    "email" : "oliver.malmberg@volvocars.com"
  }, {
    "personName" : "Ulf Ulkner",
    "personNr" : "195901063312",
    "personSurname" : "Ulkner",
    "personGivenName" : "Ulf",
    "email" : "ulf.ulkner@se.ey.com"
  } ],
  "time" : "2025-03-07T16:41:21.000+0100",
  "type" : "company_web",
  "user" : {
    "personName" : "Karolina Sahlström",
    "orgName" : "Kreativa Hus Skövde AB",
    "ipAddress" : "46.59.77.53",
    "orgNr" : "5562520287",
    "email" : "karolina.sahlstrom@skovde.se"
  },
  "eventId" : 11,
  "eventClass" : "agreement_created",
  "id" : "9e7caa10-fb6a-11ef-8754-81c4e05676fe"
}, {
  "id" : "a1a5d680-fb6a-11ef-8dd7-1387143bdc74",
  "time" : "2025-03-07T16:41:26.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "46.59.77.53"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Karolina Sahlström",
    "country" : "SE",
    "personNr" : "197706015927",
    "orgName" : "Kreativa Hus Skövde AB",
    "personSurname" : "Sahlström",
    "orgNr" : "5562520287",
    "personGivenName" : "Karolina",
    "email" : "karolina.sahlstrom@skovde.se"
  }
}, {
  "id" : "acf7f090-fb6a-11ef-8754-81c4e05676fe",
  "time" : "2025-03-07T16:41:45.000+0100",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "karolina.sahlstrom@skovde.se"
  }, {
    "email" : "elin.hjartqvist@politiker.skovde.se"
  }, {
    "email" : "janette.leinonen@politiker.skovde.se"
  }, {
    "email" : "Helena.Dahlstrom@politiker.skovde.se"
  }, {
    "email" : "ahlen@telia.com"
  }, {
    "email" : "jerzy.kucier@politiker.skovde.se"
  }, {
    "email" : "ingi.jonasson@scienceparkskovde.se"
  }, {
    "email" : "oliver.malmberg@volvocars.com"
  } ]
}, {
  "signeeInfo" : {
    "personName" : "Karolina Sahlström",
    "country" : "SE",
    "orgName" : "Kreativa Hus Skövde AB",
    "personSurname" : "Sahlström",
    "orgNr" : "5562520287",
    "personGivenName" : "Karolina",
    "email" : "karolina.sahlstrom@skovde.se"
  },
  "signingMetadata" : {
    "personNr" : "197706015927",
    "personSurname" : "SAHLSTRÖM",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyBLcmVhdGl2YSBIdXMgU2vDtnZkZSIgCklEOiA0ZjUzMjk1MC1mYjZhLTExZWYtOGFhMC03OTA2MjYxNDFiOTYKRGF0dW06IDIwMjUtMDMtMDcKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "af6f3220-fb6a-11ef-8aa0-790626141b96",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6Cgoiw4Vyc3JlZG92aXNuaW5nIDI0MTIzMSAtIEtyZWF0aXZhIEh1cyBTa8O2dmRlIEFCLnBkZiIKY2FjYiBkMWYxIDIxYmYgNDRjZiBkYTRlIDU2YTcgMjAyYSA2ODk2IDUyNGMgMTI4OCA5ODhhIDIxYmEgNjNlOCAyMmQyIDQzYWQgMjFiZQotLS0tLS0tLS0t",
    "personGivenName" : "KAROLINA",
    "startDate" : "2025-03-07T15:41:50.286+0000",
    "transactionId" : "0fa225c771cbb8f0c3b2f7b95d41fcdc"
  },
  "time" : "2025-03-07T16:42:11.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "46.59.77.53"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "bc0f01e0-fb6a-11ef-858e-57711ecab3bd"
}, {
  "id" : "bcb1f8a0-fb6a-11ef-858e-57711ecab3bd",
  "time" : "2025-03-07T16:42:12.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "elin.hjartqvist@politiker.skovde.se"
  }, {
    "email" : "janette.leinonen@politiker.skovde.se"
  }, {
    "email" : "Helena.Dahlstrom@politiker.skovde.se"
  }, {
    "email" : "ahlen@telia.com"
  }, {
    "email" : "jerzy.kucier@politiker.skovde.se"
  }, {
    "email" : "ingi.jonasson@scienceparkskovde.se"
  }, {
    "email" : "oliver.malmberg@volvocars.com"
  } ]
}, {
  "id" : "31f83fc0-fb6b-11ef-873c-1f4f091d7dec",
  "time" : "2025-03-07T16:45:29.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "213.113.196.117"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Elin Hjärtqvist",
    "country" : "SE",
    "personNr" : "200004130043",
    "orgName" : "Kreativa Hus Skövde AB",
    "personSurname" : "Hjärtqvist",
    "orgNr" : "5562520287",
    "personGivenName" : "Elin",
    "email" : "elin.hjartqvist@politiker.skovde.se"
  }
}, {
  "id" : "33581de0-fb6b-11ef-8754-81c4e05676fe",
  "time" : "2025-03-07T16:45:31.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "176.71.18.176"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Oliver Malmberg",
    "country" : "SE",
    "personNr" : "199211295697",
    "orgName" : "Kreativa Hus Skövde AB",
    "personSurname" : "Malmberg",
    "orgNr" : "5562520287",
    "personGivenName" : "Oliver",
    "email" : "oliver.malmberg@volvocars.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Oliver Malmberg",
    "country" : "SE",
    "orgName" : "Kreativa Hus Skövde AB",
    "personSurname" : "Malmberg",
    "orgNr" : "5562520287",
    "personGivenName" : "Oliver",
    "email" : "oliver.malmberg@volvocars.com"
  },
  "signingMetadata" : {
    "personNr" : "199211295697",
    "personSurname" : "MALMBERG FREDSBERG",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyBLcmVhdGl2YSBIdXMgU2vDtnZkZSIgCklEOiA0ZjUzMjk1MC1mYjZhLTExZWYtOGFhMC03OTA2MjYxNDFiOTYKRGF0dW06IDIwMjUtMDMtMDcKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "353653c0-fb6b-11ef-873c-1f4f091d7dec",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6Cgoiw4Vyc3JlZG92aXNuaW5nIDI0MTIzMSAtIEtyZWF0aXZhIEh1cyBTa8O2dmRlIEFCLnBkZiIKY2FjYiBkMWYxIDIxYmYgNDRjZiBkYTRlIDU2YTcgMjAyYSA2ODk2IDUyNGMgMTI4OCA5ODhhIDIxYmEgNjNlOCAyMmQyIDQzYWQgMjFiZQotLS0tLS0tLS0t",
    "personGivenName" : "OLIVER",
    "startDate" : "2025-03-07T15:45:34.904+0000",
    "transactionId" : "5ae635f5138345faa83181a5a124a8c1"
  },
  "time" : "2025-03-07T16:45:43.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "176.71.18.176"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "3ae01090-fb6b-11ef-9f00-e31ad169a98f"
}, {
  "id" : "3b4ed7f0-fb6b-11ef-9f00-e31ad169a98f",
  "time" : "2025-03-07T16:45:44.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "karolina.sahlstrom@skovde.se"
  }, {
    "email" : "elin.hjartqvist@politiker.skovde.se"
  }, {
    "email" : "janette.leinonen@politiker.skovde.se"
  }, {
    "email" : "Helena.Dahlstrom@politiker.skovde.se"
  }, {
    "email" : "ahlen@telia.com"
  }, {
    "email" : "jerzy.kucier@politiker.skovde.se"
  }, {
    "email" : "ingi.jonasson@scienceparkskovde.se"
  } ]
}, {
  "signeeInfo" : {
    "personName" : "Elin Hjärtqvist",
    "country" : "SE",
    "orgName" : "Kreativa Hus Skövde AB",
    "personSurname" : "Hjärtqvist",
    "orgNr" : "5562520287",
    "personGivenName" : "Elin",
    "email" : "elin.hjartqvist@politiker.skovde.se"
  },
  "signingMetadata" : {
    "personNr" : "200004130043",
    "personSurname" : "Hjärtqvist",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyBLcmVhdGl2YSBIdXMgU2vDtnZkZSIgCklEOiA0ZjUzMjk1MC1mYjZhLTExZWYtOGFhMC03OTA2MjYxNDFiOTYKRGF0dW06IDIwMjUtMDMtMDcKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "37af6a10-fb6b-11ef-8dd7-1387143bdc74",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6Cgoiw4Vyc3JlZG92aXNuaW5nIDI0MTIzMSAtIEtyZWF0aXZhIEh1cyBTa8O2dmRlIEFCLnBkZiIKY2FjYiBkMWYxIDIxYmYgNDRjZiBkYTRlIDU2YTcgMjAyYSA2ODk2IDUyNGMgMTI4OCA5ODhhIDIxYmEgNjNlOCAyMmQyIDQzYWQgMjFiZQotLS0tLS0tLS0t",
    "personGivenName" : "Elin Maria",
    "startDate" : "2025-03-07T15:45:38.947+0000",
    "transactionId" : "a85c58c09b7b6e0015aaa230d5a1e02f"
  },
  "time" : "2025-03-07T16:45:47.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "213.113.196.117"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "3d3ac970-fb6b-11ef-8aa0-790626141b96"
}, {
  "id" : "3dbbb940-fb6b-11ef-8aa0-790626141b96",
  "time" : "2025-03-07T16:45:48.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "karolina.sahlstrom@skovde.se"
  }, {
    "email" : "janette.leinonen@politiker.skovde.se"
  }, {
    "email" : "Helena.Dahlstrom@politiker.skovde.se"
  }, {
    "email" : "ahlen@telia.com"
  }, {
    "email" : "jerzy.kucier@politiker.skovde.se"
  }, {
    "email" : "ingi.jonasson@scienceparkskovde.se"
  }, {
    "email" : "oliver.malmberg@volvocars.com"
  } ]
}, {
  "id" : "60363950-fb70-11ef-8dd7-1387143bdc74",
  "time" : "2025-03-07T17:22:34.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "90.229.212.240"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Helena Dahlström",
    "country" : "SE",
    "personNr" : "195908185902",
    "orgName" : "Kreativa Hus Skövde AB",
    "personSurname" : "Dahlström",
    "orgNr" : "5562520287",
    "personGivenName" : "Helena",
    "email" : "Helena.Dahlstrom@politiker.skovde.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Helena Dahlström",
    "country" : "SE",
    "orgName" : "Kreativa Hus Skövde AB",
    "personSurname" : "Dahlström",
    "orgNr" : "5562520287",
    "personGivenName" : "Helena",
    "email" : "Helena.Dahlstrom@politiker.skovde.se"
  },
  "signingMetadata" : {
    "personNr" : "195908185902",
    "personSurname" : "DALSTRÖM",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyBLcmVhdGl2YSBIdXMgU2vDtnZkZSIgCklEOiA0ZjUzMjk1MC1mYjZhLTExZWYtOGFhMC03OTA2MjYxNDFiOTYKRGF0dW06IDIwMjUtMDMtMDcKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "63529480-fb70-11ef-858e-57711ecab3bd",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6Cgoiw4Vyc3JlZG92aXNuaW5nIDI0MTIzMSAtIEtyZWF0aXZhIEh1cyBTa8O2dmRlIEFCLnBkZiIKY2FjYiBkMWYxIDIxYmYgNDRjZiBkYTRlIDU2YTcgMjAyYSA2ODk2IDUyNGMgMTI4OCA5ODhhIDIxYmEgNjNlOCAyMmQyIDQzYWQgMjFiZQotLS0tLS0tLS0t",
    "personGivenName" : "HELENA",
    "startDate" : "2025-03-07T16:22:39.570+0000",
    "transactionId" : "2e337b1e4e3b86c4f94fe978cb0dfff5"
  },
  "time" : "2025-03-07T17:22:57.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "90.229.212.240"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "6dfa16b0-fb70-11ef-8aa0-790626141b96"
}, {
  "id" : "6eaa2cd0-fb70-11ef-8aa0-790626141b96",
  "time" : "2025-03-07T17:22:58.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "karolina.sahlstrom@skovde.se"
  }, {
    "email" : "elin.hjartqvist@politiker.skovde.se"
  }, {
    "email" : "janette.leinonen@politiker.skovde.se"
  }, {
    "email" : "ahlen@telia.com"
  }, {
    "email" : "jerzykucier4@gmail.com"
  }, {
    "email" : "ingi.jonasson@scienceparkskovde.se"
  }, {
    "email" : "oliver.malmberg@volvocars.com"
  } ]
}, {
  "id" : "ecdfc530-fb78-11ef-8dd7-1387143bdc74",
  "time" : "2025-03-07T18:23:46.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "188.151.1.192"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Ulf Ahlén",
    "country" : "SE",
    "personNr" : "194811165994",
    "orgName" : "Kreativa Hus Skövde AB",
    "personSurname" : "Ahlén",
    "orgNr" : "5562520287",
    "personGivenName" : "Ulf",
    "email" : "ahlen@telia.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Ulf Ahlén",
    "country" : "SE",
    "orgName" : "Kreativa Hus Skövde AB",
    "personSurname" : "Ahlén",
    "orgNr" : "5562520287",
    "personGivenName" : "Ulf",
    "email" : "ahlen@telia.com"
  },
  "signingMetadata" : {
    "personNr" : "194811165994",
    "personSurname" : "Ahlén",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyBLcmVhdGl2YSBIdXMgU2vDtnZkZSIgCklEOiA0ZjUzMjk1MC1mYjZhLTExZWYtOGFhMC03OTA2MjYxNDFiOTYKRGF0dW06IDIwMjUtMDMtMDcKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "f0d25c20-fb78-11ef-8aa0-790626141b96",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6Cgoiw4Vyc3JlZG92aXNuaW5nIDI0MTIzMSAtIEtyZWF0aXZhIEh1cyBTa8O2dmRlIEFCLnBkZiIKY2FjYiBkMWYxIDIxYmYgNDRjZiBkYTRlIDU2YTcgMjAyYSA2ODk2IDUyNGMgMTI4OCA5ODhhIDIxYmEgNjNlOCAyMmQyIDQzYWQgMjFiZQotLS0tLS0tLS0t",
    "personGivenName" : "Ulf Thomas",
    "startDate" : "2025-03-07T17:23:52.967+0000",
    "transactionId" : "de0a129139998f6a35d9842dae4f252f"
  },
  "time" : "2025-03-07T18:23:59.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "188.151.1.192"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "f5208090-fb78-11ef-8754-81c4e05676fe"
}, {
  "id" : "f5cf3720-fb78-11ef-8754-81c4e05676fe",
  "time" : "2025-03-07T18:24:01.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "karolina.sahlstrom@skovde.se"
  }, {
    "email" : "elin.hjartqvist@politiker.skovde.se"
  }, {
    "email" : "janette.leinonen@politiker.skovde.se"
  }, {
    "email" : "Helena.Dahlstrom@politiker.skovde.se"
  }, {
    "email" : "jerzykucier4@gmail.com"
  }, {
    "email" : "ingi.jonasson@scienceparkskovde.se"
  }, {
    "email" : "oliver.malmberg@volvocars.com"
  } ]
}, {
  "id" : "c84c4c00-fb7a-11ef-873c-1f4f091d7dec",
  "time" : "2025-03-07T18:37:03.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "95.194.217.81"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Janette Leinonen",
    "country" : "SE",
    "personNr" : "197004086083",
    "orgName" : "Kreativa Hus Skövde AB",
    "personSurname" : "Leinonen",
    "orgNr" : "5562520287",
    "personGivenName" : "Janette",
    "email" : "janette.leinonen@politiker.skovde.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Janette Leinonen",
    "country" : "SE",
    "orgName" : "Kreativa Hus Skövde AB",
    "personSurname" : "Leinonen",
    "orgNr" : "5562520287",
    "personGivenName" : "Janette",
    "email" : "janette.leinonen@politiker.skovde.se"
  },
  "signingMetadata" : {
    "personNr" : "197004086083",
    "personSurname" : "LEINONEN",
    "tbs" : "SSBzaWduOiAiw4Vyc3JlZG92aXNuaW5nIEtyZWF0aXZhIEh1cyBTa8O2dmRlIiAKSUQ6IDRmNTMyOTUwLWZiNmEtMTFlZi04YWEwLTc5MDYyNjE0MWI5NgpEYXRlOiAwNy8wMy8yMDI1Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "cbcbfce0-fb7a-11ef-858e-57711ecab3bd",
    "tbsHidden" : "LS0tLS0tLS0tLQpDb250ZW50OgoKIsOFcnNyZWRvdmlzbmluZyAyNDEyMzEgLSBLcmVhdGl2YSBIdXMgU2vDtnZkZSBBQi5wZGYiCmNhY2IgZDFmMSAyMWJmIDQ0Y2YgZGE0ZSA1NmE3IDIwMmEgNjg5NiA1MjRjIDEyODggOTg4YSAyMWJhIDYzZTggMjJkMiA0M2FkIDIxYmUKLS0tLS0tLS0tLQ==",
    "personGivenName" : "JANETTE",
    "startDate" : "2025-03-07T17:37:09.884+0000",
    "transactionId" : "21e439feaea54af02bd7b921866e8f7f"
  },
  "time" : "2025-03-07T18:37:19.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "95.194.217.81"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "d1b3d420-fb7a-11ef-873c-1f4f091d7dec"
}, {
  "id" : "d26e2370-fb7a-11ef-873c-1f4f091d7dec",
  "time" : "2025-03-07T18:37:20.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "karolina.sahlstrom@skovde.se"
  }, {
    "email" : "elin.hjartqvist@politiker.skovde.se"
  }, {
    "email" : "Helena.Dahlstrom@politiker.skovde.se"
  }, {
    "email" : "ahlen@telia.com"
  }, {
    "email" : "jerzykucier4@gmail.com"
  }, {
    "email" : "ingi.jonasson@scienceparkskovde.se"
  }, {
    "email" : "oliver.malmberg@volvocars.com"
  } ]
}, {
  "id" : "19dd21a0-fbf0-11ef-858e-57711ecab3bd",
  "time" : "2025-03-08T08:36:51.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.252.75.218"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Jerzy Kucier",
    "country" : "SE",
    "personNr" : "196604212990",
    "orgName" : "Kreativa Hus Skövde AB",
    "personSurname" : "Kucier",
    "orgNr" : "5562520287",
    "personGivenName" : "Jerzy",
    "email" : "jerzykucier4@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Jerzy Kucier",
    "country" : "SE",
    "orgName" : "Kreativa Hus Skövde AB",
    "personSurname" : "Kucier",
    "orgNr" : "5562520287",
    "personGivenName" : "Jerzy",
    "email" : "jerzykucier4@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "196604212990",
    "personSurname" : "Kucier",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyBLcmVhdGl2YSBIdXMgU2vDtnZkZSIgCklEOiA0ZjUzMjk1MC1mYjZhLTExZWYtOGFhMC03OTA2MjYxNDFiOTYKRGF0dW06IDIwMjUtMDMtMDcKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "1ca82880-fbf0-11ef-9f00-e31ad169a98f",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6Cgoiw4Vyc3JlZG92aXNuaW5nIDI0MTIzMSAtIEtyZWF0aXZhIEh1cyBTa8O2dmRlIEFCLnBkZiIKY2FjYiBkMWYxIDIxYmYgNDRjZiBkYTRlIDU2YTcgMjAyYSA2ODk2IDUyNGMgMTI4OCA5ODhhIDIxYmEgNjNlOCAyMmQyIDQzYWQgMjFiZQotLS0tLS0tLS0t",
    "personGivenName" : "Jerzy Piotr",
    "startDate" : "2025-03-08T07:36:57.005+0000",
    "transactionId" : "534c7d115c01faed372d80f9b2631771"
  },
  "time" : "2025-03-08T08:37:20.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.252.75.218"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "2b382f80-fbf0-11ef-8dd7-1387143bdc74"
}, {
  "id" : "2bf8e770-fbf0-11ef-8dd7-1387143bdc74",
  "time" : "2025-03-08T08:37:22.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "karolina.sahlstrom@skovde.se"
  }, {
    "email" : "elin.hjartqvist@politiker.skovde.se"
  }, {
    "email" : "janette.leinonen@politiker.skovde.se"
  }, {
    "email" : "Helena.Dahlstrom@politiker.skovde.se"
  }, {
    "email" : "ahlen@telia.com"
  }, {
    "email" : "ingi.jonasson@scienceparkskovde.se"
  }, {
    "email" : "oliver.malmberg@volvocars.com"
  } ]
}, {
  "id" : "b05d8db0-fc02-11ef-858e-57711ecab3bd",
  "time" : "2025-03-08T10:49:55.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "194.103.157.88"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Ingi Jonasson",
    "country" : "SE",
    "personNr" : "196603273050",
    "orgName" : "Kreativa Hus Skövde AB",
    "personSurname" : "Jonasson",
    "orgNr" : "5562520287",
    "personGivenName" : "Ingi",
    "email" : "ingi.jonasson@scienceparkskovde.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Ingi Jonasson",
    "country" : "SE",
    "orgName" : "Kreativa Hus Skövde AB",
    "personSurname" : "Jonasson",
    "orgNr" : "5562520287",
    "personGivenName" : "Ingi",
    "email" : "ingi.jonasson@scienceparkskovde.se"
  },
  "signingMetadata" : {
    "personNr" : "196603273050",
    "personSurname" : "JONASSON",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyBLcmVhdGl2YSBIdXMgU2vDtnZkZSIgCklEOiA0ZjUzMjk1MC1mYjZhLTExZWYtOGFhMC03OTA2MjYxNDFiOTYKRGF0dW06IDIwMjUtMDMtMDcKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "b9877090-fc02-11ef-8754-81c4e05676fe",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6Cgoiw4Vyc3JlZG92aXNuaW5nIDI0MTIzMSAtIEtyZWF0aXZhIEh1cyBTa8O2dmRlIEFCLnBkZiIKY2FjYiBkMWYxIDIxYmYgNDRjZiBkYTRlIDU2YTcgMjAyYSA2ODk2IDUyNGMgMTI4OCA5ODhhIDIxYmEgNjNlOCAyMmQyIDQzYWQgMjFiZQotLS0tLS0tLS0t",
    "personGivenName" : "INGI",
    "startDate" : "2025-03-08T09:50:10.712+0000",
    "transactionId" : "6e38d4699c78e26d579f769dbbfc7ace"
  },
  "time" : "2025-03-08T10:50:28.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "194.103.157.88"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "c42a10c0-fc02-11ef-8aa0-790626141b96"
}, {
  "id" : "c4b3b320-fc02-11ef-8aa0-790626141b96",
  "time" : "2025-03-08T10:50:29.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "karolina.sahlstrom@skovde.se"
  }, {
    "email" : "elin.hjartqvist@politiker.skovde.se"
  }, {
    "email" : "janette.leinonen@politiker.skovde.se"
  }, {
    "email" : "Helena.Dahlstrom@politiker.skovde.se"
  }, {
    "email" : "ahlen@telia.com"
  }, {
    "email" : "jerzykucier4@gmail.com"
  }, {
    "email" : "oliver.malmberg@volvocars.com"
  } ]
}, {
  "id" : "c4b47670-fc02-11ef-8aa0-790626141b96",
  "time" : "2025-03-08T10:50:29.000+0100",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "ulf.ulkner@se.ey.com"
  } ]
}, {
  "id" : "1d53fa10-fc0a-11ef-9f00-e31ad169a98f",
  "time" : "2025-03-08T11:43:04.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "188.151.255.138"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Ulf Ulkner",
    "personNr" : "195901063312",
    "personSurname" : "Ulkner",
    "personGivenName" : "Ulf",
    "email" : "ulf.ulkner@se.ey.com"
  }
}, {
  "id" : "303f44e0-fc0a-11ef-873c-1f4f091d7dec",
  "time" : "2025-03-08T11:43:36.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "188.151.255.138"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Ulf Ulkner",
    "personNr" : "195901063312",
    "personSurname" : "Ulkner",
    "personGivenName" : "Ulf",
    "email" : "ulf.ulkner@se.ey.com"
  }
}, {
  "id" : "63d40520-fd13-11ef-8aa0-790626141b96",
  "time" : "2025-03-09T19:21:59.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "188.151.51.243"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Ulf Ulkner",
    "personNr" : "195901063312",
    "personSurname" : "Ulkner",
    "personGivenName" : "Ulf",
    "email" : "ulf.ulkner@se.ey.com"
  }
}, {
  "id" : "60e2f280-fd7d-11ef-873c-1f4f091d7dec",
  "time" : "2025-03-10T08:00:41.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "213.115.13.67, 147.161.188.127"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Ulf Ulkner",
    "personNr" : "195901063312",
    "personSurname" : "Ulkner",
    "personGivenName" : "Ulf",
    "email" : "ulf.ulkner@se.ey.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Ulf Ulkner",
    "personNr" : "195901063312",
    "personSurname" : "Ulkner",
    "personGivenName" : "Ulf",
    "email" : "ulf.ulkner@se.ey.com"
  },
  "signingMetadata" : {
    "personNr" : "195901063312",
    "personSurname" : "ULKNER",
    "tbs" : "SSBzaWduOiAiw4Vyc3JlZG92aXNuaW5nIEtyZWF0aXZhIEh1cyBTa8O2dmRlIiAKSUQ6IDRmNTMyOTUwLWZiNmEtMTFlZi04YWEwLTc5MDYyNjE0MWI5NgpEYXRlOiAwNy8wMy8yMDI1Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "68123de0-fd7d-11ef-8754-81c4e05676fe",
    "tbsHidden" : "LS0tLS0tLS0tLQpDb250ZW50OgoKIsOFcnNyZWRvdmlzbmluZyAyNDEyMzEgLSBLcmVhdGl2YSBIdXMgU2vDtnZkZSBBQi5wZGYiCmNhY2IgZDFmMSAyMWJmIDQ0Y2YgZGE0ZSA1NmE3IDIwMmEgNjg5NiA1MjRjIDEyODggOTg4YSAyMWJhIDYzZTggMjJkMiA0M2FkIDIxYmUKLS0tLS0tLS0tLQ==",
    "personGivenName" : "ULF",
    "startDate" : "2025-03-10T07:00:53.435+0000",
    "transactionId" : "dee4334b0506e78d3e11212a2cabfa32"
  },
  "time" : "2025-03-10T08:01:08.000+0100",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "213.115.13.67, 147.161.188.127"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "7126eb10-fd7d-11ef-8dd7-1387143bdc74"
} ]
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term Description

Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

Agreement Creator User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.

CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

metadata such as audit log, documentation,
verification, Etc.

Contracting Party User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing
JSON JavaScript Object Notation

NTP Network Time Protocol

OCSP Online Certificate Status Protocol
PKCS Public Key Cryptography Standards



https://www.egreement.com



Term Description

PKI Public Key Infrastructure
PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.
* Agreement ID automatically generated by Egreement’s system.
* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken





place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.
This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

» Agreement File hash algorithm: SHA-256
» Agreement File hash encoding: Hex string
 Reference documents:

o Overview

o Container Format

o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

Create agreement - Start
Add agreement files - Upload attachments
Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

S

Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.





Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.





Document name

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630



https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.
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Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments





How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:





* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

mobile +4670123456789 The user’s mobile phone
number.
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Parameter name

personNr

personName

personGivenName
personSurname

orgNr

orgName

AgreementFileInfo

Parameter value example(s)

19550505-1234 (Sweden),
220750-999Y (Finland)

John Smith

John
Smith

551234-1234

Acme AB

Description

The user’s personal identity
number.

The first and last name of the
user.

The first name of the user.
The last name of the user.

The organization number of the
organization on behalf of which
the user is operating.

The organization name of the
organization on behalf of which
the user is operating.

The AgreementFileInfo structure holds information about an agreement file, e.g. a PDF uploaded by the

user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name

fileld

fileName

fileMimetype

fileSize

fileHash

How to Validate

Parameter value example(s)

6572354654, 75928ba0-2369-
11e8-b467-0ed5f89f718b

MyEmployeeAgreement.pdf

application/pdf
42253

3d7c514b...66b786a4

See Validation how to validate the entire audit log.

Agreement Created

Description

The system generated ID of the
agreement file (can either be a
numeric long value or Time
based UUID).

The user defined name of the
agreement file.

The agreement file mime type.

The size, in bytes, of the
agreement file.

The hash of the agreement file,
encoded as a hex string.

This event is logged when the agreement is created. This is always the first log entry for each
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agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created

 Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

> 12: Agreement created using the APIL.

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.18

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserlInfo

Type How to validate UserInfo

10 orghr and orgName must not be set

1 personNr, orgNr and orgName must be set
12 orgNr and orgName must be set
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Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.16
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

» EventClass: agreement_viewed
e Eventld:

o 20: When a user views an agreement using the web application.





> 27: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.

Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed
This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:
> 30: When a user signs the agreement, not being the last signee.
> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name Parameter value example Description
signeelnfo See UserInfo Information about the signee.
signMetadata See SignMetadata Signing metadata produced in

the signing process.

Table 8. SignMetadata

Parameter name Parameter value example Description

signatureMethod bankid The ID of the signing method
used.

signature PD94bWwgdm...duYXR1lcmU+  The signature, base64 encoded.

The underlying format depends
on the signature method used.

ocspResponse MIIEXgoBAK...jks3yrAUVE The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.





Parameter name Parameter value example Description

message MzJhMDYXN2FhYjRjOWZINzI1Zj The text shown to the signee
FINWJJNDQxM,;... before approving the signature
request. Text is NOT signed, just
kept for audit purposes.

tbs SSBzaWduOiAiQ29udHJhY3QiIA The text being signed by the
PJRDogNjdKkN2... signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.

tbsHidden LSOtLSOtLSOtLQpDb250ZW500g Hidden additional text also
oKImJsdWUucG... being signed, base64 encoded.
This parameter is only included
for some signing methods.

How to Validate

Check that time of entry is after Agreement Created.

EventType Validation

Table 9. EventType effect on validation

Type How to act
30 Verify as described below.
31 Verify as describe below, and once done, check

that there are no more Agreement Signed entries
in the audit log.

TBS Validation

In case of an advanced or qualified signature methods, the TBS (including the hidden TBS where
applicable) will be stored as a part of SignMetadata.

For simple electronic signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the
corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.





Output type How to validate

Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

TBS or hash of TBS If TBS validation applies, check that TBS and/or

tbsHidden matches the SignMetadata.

Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

Agreement Rejected
This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

* EventClass: agreement_rejected
* Eventld:
o 40: Agreement rejected by user.
o 41: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
e Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information
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Parameter name Parameter value example Description

agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000  Time when agreement was

scheduled to expire as yyyy-Mm-
dd'T'HH:mm:ss.SSSZ.

agreementExpireOn 2016-03-31T10:03:28.010+0000  Time when agreement is

scheduled to expire as yyyy-Mm-
dd'T'HH:mm: ss.SSSZ.

How to Validate

Check that time of entry is after Agreement Created.

Message Sent

A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent

* Eventld:

[

o

50:
51:

52

53:
54:
55:

56

57:
58:
60:

Message sent due to event IDs: 10-12

Message sent due to event ID: 30.

: Message sent due to event ID: 31.

Message sent due to event ID: 40.
Message sent due to event ID: 41.

Message sent when agreement is shared.

: Message sent when agreement sharing is cancelled.

Message sent when agreement validity is about to expire.
Message sent as a reminder of agreement creation.

Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information

Parameter name Parameter value example Description

sentTo

List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.

11





Format

The audit log is included in the container as a JSON-formatted file.

Audit log example

[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.16",

"agreementlocale": "sv_SE",
"agreementFiles" : [ {
"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f2533a2a8bf73d052¢c004e27bf64671a0",
"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"
oA
"fileSize" : "180269",
"fileId" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec46",
"fileMimetype" : "image/png",
"fileName" : "figl.png"
1L
"signees" : [ {
"personNr" : "191111112222",

"personName" : "Alice A"

oA
"personNr" : "193333334444",
"personName" : "Bob B"

1L

"id" : 778333,

"time" : "2016-04-26T716:39:30.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_created",

"eventId" : 10

oA
"id" : 778334,

"time" : "2016-04-26T716:39:31.000+0000",
"eventId" : 50,

"event(Class" : "message_sent",
"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",

12





"ipAddress" : "1.2.3.4"

H

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

Frp
"personName" : "Alice A",
"mobile" : "+4670123456789"

} ]

oA

"signingMethod" : "bankid",

"signeelnfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {

"ocspResponse” : "MII...z5Q==",

"startDate" : "2016-04-26716:39:32.000+0000",
"signatureMethod" : "bankid",

"signature" : "PD9...cmU+"

I

"id" : 778335,

"time" : "2016-04-26T16:39:43.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_signed",

"eventId" : 30

} ]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name

Container Format
Signing
Validation
BankidValidation
Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax

Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for

more details.

* Agreement ID
* Agreement name
* Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

https://www.ietf.org/rfc/rfc2630

user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID

14
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* Agreement file name
* Agreement file mime type
* Agreement file size

» Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

* Signee person number ID

* Signee name

» Signee sign date

Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

» Date of Change : 2017-02-28
* Logs

o Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

o

Layout is also changed to display the additional information vertically.
o Agreement File section of Verification page to include last modified date & time.

o ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

* Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title

15





Agreement Version : 1.3

» Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

* Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced

Agreement Version : 1.5

* Date of Change : 2018-05-31
* Logs

> Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

o More information about signature added on attest page

Agreement Version : 1.7

* Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

» Date of Change : 2019-02-01
* Logs

o Message Sent for viewed event added in auditlog.json

16





Agreement Version : 1.9

» Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

* Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.

Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

* Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json

Agreement Version : 1.13

» Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Agreement Version : 1.14

* Date of Change : 2021-08-03
* Logs

o TBS explanation is extended

17





Agreement Version : 1.15

* Date of Change : 2021-11-07
* Logs
o Norwegian BankID signing documentation is updated

> Norwegian BankID signing by the means of authentication is introduced

Agreement Version : 1.16

» Date of Change : 2022-04-30
* Logs

o Danish signing using MitID is introduced

Agreement Version : 1.17

* Date of Change : 2022-07-15
* Logs
o Watermark logo removed

o Verification page logo changed

Agreement Version : 1.18

* Date of Change : 2023-10-02
* Logs

o Qualified electronic signing using Swisscom Mobile ID is introduced

Agreement Version : 1.19

* Date of Change : 2024-04-17
* Logs
o Watermark logo added

o Verification page logo changed

Reference Documentation

18





Document name

Overview

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, from how to make all
agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates that a person consents to the contents of
an electronic message. In the EU the eIDAS legislation regulate and defines three levels of such
signatures:

» Simple Electronic Signatures

» Advanced Electronic Signatures

* Qualified Electronic Signatures

These signatures are created using an electronic identity that has a certain security Level of Assurance





(LOA) also defined by eIDAS. The LOA describes the degree of confidence the identity was issued,
taking into account the enrollment process as well as protection of the authentication needed to use
the identity.

* Low - For example self-registration.
» Substantial - Providing and verifying identity information in a structured way.

* High - For example a requirement to have a physical meeting before issuing an identity.

Simple Electronic Signature (SES)

* Basic electronic signature with low assurance.
» Typically equivalent to a handwritten signature.

* Minimal identity verification required.

Is defined as "data in electronic form which is attached to or logically associated with other data in
electronic form and which is used by the signatory to sign".

Supported methods

* Draw Signature - A handwritten signature drawn on a digital canvas.

API Signature - A signature created by consuming the web service exposed by Egreement AB.

MitID low - Danish MitID on LOA level low

* Click Signature - A signature created by personalized link.

Advanced Electronic Signature (AES)

* is uniquely tied to the signatory,
* uniquely linked to and capable of identifying the signatory
* created in a way that allows the signatory to retain control

* linked to the document in a way that any subsequent change of the data is detectable.

Electronic signatures are usually based on PKI, such as the Swedish BankID and Norwegian BankID.

Supported methods

» Swedish BankID

* Norwegian BankID

* Finnish strong identification

* Danish MitID - MitID on LOA level substantial

» SMS Signature - A signature created by responding to an SMS with context specific content.





* Email Signature with OneTimePassword - A signature created by One Time Password (OTP) based
email service.

Qualified Electronic Signature (QES)

A qualified electronic signature is an advanced electronic signature which is additionally:

Highest Level of Assurance and trust.

created by a qualified signature creation device (QSCD)
* Requires a qualified digital certificate from a qualified trust service provider.
* Legal equivalence to a handwritten signature in many jurisdictions.
Supported methods

Electronic signatures based on PKI where the signature is the highest level of electronic signature
under eIDAS, providing the utmost trust, legal equivalence to handwritten signatures.

e Swisscom Mobile ID

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
* RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric





encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).

Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

« Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
 Signature text (TBS)

* Hash algorithms used

 Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing

To sign an agreement a number of actions need to be executed:





* Create text representation of agreement

* Create digital signature

Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non-advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:

* Visible TBS
* Hidden TBS - Swedish BankID only

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different
between signing clients and also have different localizations it will be saved together with the digital
signature. In cases where hidden TBS is not supported, the visible TBS will contain information that
otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,
the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated
as if the ordered agreement files were a single file.

Example

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS. This is currently only supported for Swedish BankID.





Example

Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8cB7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1f12 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 90f2

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non-advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature and authentication)
* Finnish strong identification

* Danish MitID

» Swisscom Mobile ID (qualified electronic signature)

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.





Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.

It is a PKI based solution with support for file based tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BanKkID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log

Each signature transaction provides information used in user interface and audit logging:

* personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

* personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed, base64 encoded.

* tbsHidden - Hidden data being signed, base64 encoded.

How to validate
Validate the signature according to BankID Signature profile.
Output from validation to provide to Signee Validation in Container Format is:

» User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

» Hashed TBS.
* TBS Hash algorithm.

Norwegian BankID - advanced electronic signature

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,





supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the TBS.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be signature.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

 Hashed TBS

* Hash algorithm

Norwegian BankID - authentication

Authentication based signing is also provided by the means of Norwegian BankID.





Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

 personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.

How to validate

As an authentication alone does not digitally sign the agreement content, the person details such as
given name, surname and date of birth must be compared with the requested signee.

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkil6tunnus

urn:0id:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.





Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - Finnish personal identity code.

* personSurname - Surname

* personGivenName - Given name

* startDate - Date when signing was started.

* signatureMethod - Will be eid-fi.

* transactionld - Transaction ID from backend system.

* signature - Signed JWT (from Telia).

publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Danish MitID

Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.

Signature format

The signature flow for Danish MitID is performed as a text followed by end-user authentication, so
there is no signature produced. Thus a signature format does not exist.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Danish personal identity number.

* personName - Full name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.

o The method mitid-<LOA> specifies what Level of Assurance (LOA) that was requested when
initiating the signature.

* signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.
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* tbs - Data that was shown to user before authenticating, base64 encoded.

More information can be found in Danish MitID.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the
entries in the audit log.

Swisscom Mobile ID

Swisscom Mobile ID is a qualified electronic signature method provided by Swisscom Trust Services.

It is a PKI based solution that uses a smartphone application to authenticate signees. After successful
authentication a short lived certificate is issued that is used to produce a Qualified Electronic
Signature.

Signature format

Swisscom Trust Services produces a detached CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the tbsHidden and message is the message shown to
the user in the Mobile ID client.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no used to trigger the signee’s authentication of the signature.

* personName - Full name.

* personSurname - Surname.

* personGivenName - Given name.

* personSerialNumber - Swisscom evidenceld.

* startDate - Date when signing was started.

* signatureMethod - Will be swisscom-qes.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* message - Message shown in the Mobile ID client when user approves the signature, base64
encoded.

 tbsHidden - Data signed in the detached CMS signature, base64 encoded.

11





More information can be found in Swisscom AIS and Swisscom SRS.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

 User Attributes of the signer certificate in the element SignedData certificates in the CMS signature.
* Hashed TBS

* Hash algorithm

Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as an SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.

 signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.

12





API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - In the form of a swedish personal number.

e personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.
* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.

13





 signatureMethod - Will be sms-signature.
e OTP - One Time Password.
How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.

* hash (array): HASHLG( agreementName + mobile + timestamp)

random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.

* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.

* signatureMethod - Will be email-signature.

¢ OTP - One Time Password.
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How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + email + timestamp)
* random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
to keep the link secret.

Reference documentation

15





Document name

Overview

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

16

Description

Gives an overview of the Egreement agreement
function and links to the other documents.
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each





entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or

if there are errors in the tools or in the documentation?
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